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1. O61as xapakTepucTiKa padoueit mporpaMmbl MPoheCcCUOHATBHOTO MOAYJIS

1.1. Llenb u nnaHupyemMblie pe3yJibTaTbl OCBOCHUS MPOGECCUOHATBHOTO MOYJIS

B pesynbrare uzyueHus npoeccCMoHaIbHOTO MOAYJSl CTYIEHT JOJIKEH OCBOUTH
OCHOBHOM BU/ NEeSTENBHOCTH «IKcIuTyaTarus ABTOMAaTU3HPOBAHHBIX
(MHpOPMAIIMOHHBIX) CUCTEM B 3aIMIIEHHOM MCIOJHEHUW» U COOTBETCTBYIOIIUE €MY
oO1ue u npodeccuoHaabHble KOMIETEHIUU:

1.1.1. [lepedyern 00X KOMITETCHITHIA

Kon OO01He KOMIIETEHIINH

OK 01. BeiObupate  crmocoObl  pemieHHst 3a7ad  MPO(ECCHOHAIBHOM  JIEATENIbHOCTH,
IPUMEHHUTETHHO K PA3IMYHBIM KOHTEKCTaM.

OK 0. Ocy1iecTBIATh OUCK, aHAINU3 U MHTEPIIPETALNIO WH(POpMAIMK, HEOOXOJUMOM 1Is
BBITIOJTHEHUS 331249 MPO(ECCHOHATFHOMN IS TETbHOCTH.

OK 03. [InanupoBaTh U peaqn30BbIBAaTh COOCTBEHHOE MPO(ECCHOHAIBLHOE U JIMYHOCTHOE
pas3BHTHE.

OK 04. PaboTaTh B KOJUIEKTUBE M KOMaHe, 3PPEKTUBHO B3aUMOJICHICTBOBATH C KOJIJIETaMH,
PYKOBOJICTBOM, KJINCHTAMH.

OK 05. OcymiecTBIATh YCTHYIO U TUCbMEHHYI0 KOMMYHHKAIIMIO Ha TOCY1apCTBEHHOM SI3bIKE

C Y4€TOM 0COOEHHOCTEH COIMAIBHOTO U KYJbTYPHOTO KOHTEKCTA.

[TposiBASATH TpaXKJaHCKO-NATPUOTUUYECKYIO TMO3UIINI0, JEMOHCTPUPOBAThH OCO3ZHAHHOE
OK 06. MOBEJICHUE Ha OCHOBE TPATUIIMOHHBIX OOIICUETIOBEYCCKUX IIEHHOCTEH, TPUMEHSATh
CTaHI[apTI:I aHTI/IKOppyr[LII/IOHHOF O ITIOBCACHU A.

ConeiicTBOBaTh  COXpPAHEHUIO  OKpYXKAloUeH  Ccpelbl, pecypcocOepereHuto,

OK 07. . o
7 (hEeKTHBHO AEMCTBOBATH B UPE3BHIYAMHBIX CUTYAIIHSIX.
Hcnonb3oBath cpencTBa (GU3NYECKOW KyJIBTYPHI JUIsl COXPAHCHHSI U YKPEIUICHUS
OK 08. 3II0POBBSI B Mpolecce MPOPECCHOHATBHOM JIEATEIBHOCTH W TOJICPIKAHUS
HE00XO0IMMOT0 YPOBHS (PU3MUECKOMN MOATOTOBICHHOCTH.
OK 09. | Mcnoap3oBaTh HH(GOPMAIIMOHHBIE TEXHOJIOTHH B MPO(HECCHOHATBLHOM IeITEIbHOCTH.
OK 10. [Tonmp30BaTbecss MPO(PECCHOHANBHON JOKyMEHTAIle Ha TOCYAapCTBEHHOM H
WHOCTPAHHOM SI3bIKaX.
OK.11 Wcnonb3oBath  3HaHMA MO  (UHAHCOBOM  TIpaMOTHOCTH,  IUIAHUPOBATH

IpeINPUHUMATEIbCKYIO AESITEIbHOCTD B IpodeccnoHanbHo cdepe.

1.1.2. Ilepevyens npodeccuoHaTBHBIX KOMITETEHIIUN

Kon [IpodeccronanpHbie KOMIETEHIIUN

HpOI/ISBOI[I/ITL YCTAaHOBKY U HaCTpOﬁKy KOMIIOHCHTOB  aBTOMATU3WPOBAHHBIX
(MHGOPMAIIMOHHBIX) CHUCTEM B 3allWIICHHOM HWCIOJHEHUH B COOTBETCTBHH C
TpeOOBAHUSIMH IKCITYaTAIMOHHOM IOKYMEHTALIUH.

[IK 1.2. | AIMHHUCTPHPOBAaTh TPOTPAMMHBIE U IPOTPaMMHO-AIapaTHbIe KOMIIOHEHTHI
aBTOMAaTH3UPOBAHHOM (MH(OPMALIMOHHOI) CHCTEMBI B 3aILUIICHHOM UCIIOJIHEHHUH.

Ob6ecneunBaTh OecriepeOOlHYI0 pabOTy aBTOMATH3WPOBAHHBIX (MH(DOPMAIIMOHHBIX)

IK 1.1.

I[IK 1.3. | cucreM B 3alMIOICHHOM WCIOJHCHHH B COOTBETCTBHM C TPEOOBAaHUSIMH
AKCIUTYaTAIlMOHHOM TOKYMEHTAIINH.




I1K 1.4.

OcCymIecTBIATh MPOBEPKY TEXHUYECKOTO COCTOSIHUS, TEXHUYECKOE OOCITyKHUBaHUE U
TEeKYIIU PEMOHT, YCTPaHATh OTKa3bl M BOCCTaHABIMBATh PabOTOCIIOCOOHOCTH
aBTOMATHU3MPOBAHHBIX (MH()DOPMAIIMOHHBIX) CUCTEM B 3AIIUIIIEHHOM HUCIIOJIHEHUH.

1.1.3. B pe3synbTaTe ocBoeHMs MpodheCCHOHATHHOTO MOTYJISI 00YUYaIOIIANACS

JOJIKCH:

HUMCTh

OIIBIT

— YCTaHOBKM M HACTPOMKM KOMIIOHEHTOB CHCTEM 3allMThl HH(OpManuu

MPAKTUYECKUH ABTOMATHU3UPOBAHHBIX (MH(POPMAILIMOHHBIX) CUCTEM;

— aJMHMHHUCTPUPOBAHUS aBTOMATH3MPOBAHHBIX CHUCTEM B 3alIMIIEHHOM
UCTIOJIHEHUH, KOHMPOJISL CMAOUIbHOCIU XAPAKMEPUCTIUK CUCTEMbl 3aUMbl
ungopmayuu*;

— DJKCIUTyaTaluu KOMIIOHEHTOB CUCTEM 3aIUTHI uHbopMauu
ABTOMATHU3UPOBAHHBIX CHCTEM;

JTMarHOCTHKHU KOMITOHEHTOB CUCTEM 3aIUTHI uHpopmManuu
ABTOMATU3UPOBAHHBIX CHCTEM, YCTPAaHECHHS OTKAa30B M BOCCTAaHOBIICHUS
paboTOCIIOCOOHOCTH aBTOMATU3WPOBAHHBIX (MH(POPMAIIMOHHBIX) CHCTEM B
3aIIUIICHHOM HWCIOJHEHUH, KOHMPOJsL  COOMBEeMCmeus KoHpuaypayuu
cucmemvl 3auumvl UHGOPMAYUU ee IKCHAYAMAYUOHHOU OOKYMeHmayuu™*;

— YCMAaHOBKU U HACMPOUKU ONEPpayuUoHHbIX cucmem cemeiicme Windows u
UNIX ¢ yyemom mpebosanuii no obecneyeHuro UHGOPMAYUOHHOU
bezonacHocmu*;

VHUYMOMNCEHUS MAUUHHBIX HOcumenel ungopmayuu, obpabamuvleaemoll Ha
3HAUUMBIX 00bEeKmax Kpumuieckou UHGOPMAaAyuoHHOU UHPPACMPYKMYpol,
Qukcayuu Heucnpagnocmell 6 pabome cucmemvl 0OE30NACHOCMU 3HAYUMBIX
00beKmMo8 Kpumuyeckol UHGOPMAYyUOHHOU UHGPpaAcmpyKmypol ™,

— O0OHapyodicenus U ycmpaweHus owudboxK npu nepeoaive OAHHBIX 8
KOMNbIOMEPHLIX Cemsax’™;

—  pabomul ¢ NPOMOKOAAMU PA3HBIX YPOGHEU ™.

yMETh

—  OCYIIECTBISITH  KOMIUICKTOBAaHHE, KOH(PUTYpUPOBAaHHE,  HACTPOUKY
ABTOMATH3UPOBAHHBIX CHCTEM B 3alMIICHHOM HCIIOJHCHUN KOMIIOHEHT CUCTEM
3amUThl MHHOPMAIIUK ABTOMATU3UPOBAHHBIX CUCTEM;

— OpraHU30BBIBaTh, KOH(OUTYPHPOBATH, MPOHU3BOJINTH MOHTaX, OCYIIECTBISTH
JMUATHOCTUKY M yCTPaHITh HEUCIPABHOCTH KOMIIBIOTEPHBIX CeTel, paboTarh C
CETEeBBIMH MTPOTOKOJIAMHU Pa3HBIX YPOBHEH;

— OCYIIECTBIISATh KOH(OUTYPUPOBAHUE, HACTPOUKY KOMIIOHEHT CHCTEM 3alllUThI
UH(OPMAIINN aBTOMATU3HPOBAHHBIX CHCTEM;

— TPOU3BOJUTH YCTAHOBKY, aJanTallii0 ¥ COMNPOBOXICHWE THUIIOBOTO
NPOTPAaMMHOTO  OOECTieueHHs, BXOMSIIETO B COCTaB CHUCTEM  3allWThI
uH(POpPMAIIMK aBTOMATU3HPOBAHHONW CUCTEMBI

— HaCTpauBaTh U YCTPAHATh HEUCIPABHOCTHU IMPOTPAMMHO-AIIIAPATHBIX CPEIICTB
3amUThl MH(HOPMALIUK B KOMIIBIOTEPHBIX CETAX 10 3aJJaHHBIM IIPABHIIAM;

— obecrneunBaTh  pabOTOCIIOCOOHOCTh, OOHAPYXXWBAaThb H  YCTPaHATh
HEUCTIPABHOCTH

— obecneuusams npoepKy PYHKYUOHUPOBAHUSL BCIMPOEHHBIX CPeOCE 3aujumbl
ungopmayuu U ceoeepemenHoe  OOHApYHCeHUe — NPUSHAKOS — HANUYUS
8PEOOHOCHO20 NPOCPAMMHO20 0becnedeHus™,

—  YCManasiueams, KOHQU2Yypupoeams u KOHMPOIUPOBAMb KOPPEKMHOCHb
HACMPOUKU  MeNCCeme8blX 9KPAHO8 8  COOMBEMCMBUU € 3A0AHHbIMU




npaguiamu®;

—  gopmynuposamv u Hacmpaueamv NOIUMUKY OE30NACHOCMU OCHOBHBIX
ONepayuoHHbIX CUCmeEM, a mMaKdice JOKAIbHLIX KOMNHbIOMEPHBIX cemell,
NOCMPOEHHBIX HA UX OCHO8e; *

— peaucmpuposamsv coObImMus, CEA3AHHbIE C 3AWUMOl UHDOPMAYUU 6 ZHAYUMBIX
06beKmax Kpumuyeckol UHGOpMayuorHol ungpacmpykmyp*;

— UCNONB3068ANMb NPOSPAMMHbBIE CPEOCMEa OJisl APXUSUPOBAHUS UHPOpMaYyUU
NPUMEHSIMG MUNOBbLE NPOSPAMMHbBLE CPEOCMBA PE3ePEUPOSAHUsL U BOCCIAHOGLEHUS
uHGOpMayUU 8 3HAUUMBIX 00BEKMAX KPUMUYECKOU UHPOPMAYUOHHOU *

3HaTh

— COCTaB ¥ MPUHIUIBI pa0OTHI aBTOMATU3UPOBAHHBIX CHUCTEM, OTIEPAIMOHHBIX
CHCTEM H Cpe;
— TPHUHIUIOBL pa3pabOTKH aJTOPUTMOB MPOTPaMM, OCHOBHBIX IPHEMOB
POTPaMMHUPOBAHUS;
— Mozaenu 0a3 JaHHBIX, NOPAOOK HACMPOUKU CUcmem YnpasieHus Oazamu
OAHHBIX U CPeOCm8 INEeKMPOHHO20 OOKYMeHmoobopoma*;
— TPUHIMUIIBI TIOCTPOCHHUs, (U3HUECKHE OCHOBBI PAbOTHI TepudepUitHBIX
YCTPOMCTB,
— TEOPETUYECKHE OCHOBBI KOMIIBIOTEPHBIX CETEH M UX allapaTHBIX KOMIIOHEHT,
CETEeBBIX MOJIEJICH, IPOTOKOJIOB U MPUHIIUIIOB apecaIiy;
— TIOPSIIOK YCTAHOBKH M BBOJIA B AKCIUTYaTaIlMIO CPECTB 3aIUThl HHPOPMALIUU
B KOMIBIOTEPHBIX CETAX, HOPsA0OK obecneuenus Oe3onacHocmu uHgpopmayuu
APU IKCHIAYAMAYUU KOMNbIOMEPHBIX cemei™;
— MIPUHIUIBI OCHOBHBIX METOJIOB OPTaHW3AlMU U MPOBEACHUS TEXHUYECKOTO
00CITY)KUBaHUSI BBIUMCIUTEILHOW TEXHUKH M JPYTUX TEXHUYECKHX CPEICTB
nH(popMaTH3aINY;
— Munogvle YA36UMOCMU NPOSPAMMHO20 0becneyeHus, Memoovl Ux
KCHIAYyamayuu u nopsiook obecneuenuss Oe30NACHOCMU UHGoOpMmayuu npu
IKCHIYAMAYUU NPOSPAMMHO20 0becnedenusn™;
- 0COOEHHOCMU  UCMOYHUKOB Y2p03, C6A3AHHbIX ¢  IKCHIAyamayue
NPOSPAMMHO20 OOecneyeHus *;
—  OKCNIYamayuoHHYI0 U HNPOEKMHYI0 OOKYMEHMAYUlo, pe2iameHmsl no
VHUYMOMNCeHUI0  ungopmayuu U  MAWUHHBLIX —HOcumenel uHgpopmayuu
A8MOMAMU3UPOBAHHOU cUCmeMbl™;
—  NPpUHYUNLlL NOCMpoeHus U QOYHKYUOHUPOBAHUS, NPUMEPbl Peanu3ayuli
COBPEMEHHBIX ONEPAYUOHHBIX cucmem, *
—  npocpamMMHO-annapamuvie cpeocmea obecnedenus UHGOOPMAYUOHHOU
be30nacHocmu 6 MUNoOBviX ONEPAYUOHHBIX cucmemax, *
— aodpecayuro 8 cemsx, OP2aHU3aAYUIO MeHCCeMo8020 83aumooelcmeus, ™
—  Memooos, ancopummos, HpPOMOKON08, UCHONb3YeMblX Ol 0becnedeHus
3auumol UHGOPMAYUU 8 3HAYUMBIX 0OBLEKMAX KPUMUYECKOU UHGOpMAYUOHHOU
ungpacmpyxmypui *
-Modenu  yepo3 UHGOPMAYUOHHOU 6Oe30NACHOCMU, MOOenU HAPYUUmens
UHGOPMAYUOHHOU DE30NaACHOCU HA 00beKme UHpOpMamuzayuu
Kpumepuees OYEHKU 3auyeHHocmu SHAYUMDbBLX 00bexmos KpumuquKOIZ
ungopmayuonnou ™
—  OCHOBHble Smanvi paspabomKu HPOCMBIX U COCMABHLIX 3ANPOCO8 C
npumeneHuem a3vika 3anpocos SQL*
— OCHOGHble ampuOymvl U 02PAHUYeHUs: CMoaoYo8 U Mabauy 8 co8PeMeHHbIX
CVB/*
- OCHOGHble acpezammuble @OYHKYUU npumeHsemvl 6 cospemennvix CYB/]
UCNONb3YeMbIX HA npouzeoocmee ™.,




1.2. KonndecTBo 4acoB, OTBOAUMOE Ha OCBOCHHE MPO(HECCHOHATEHOTO MOIYJIS

Bcero 989 vacos, B ToM uncie B popMme NpaKTUYECKON MOATOTOBKH 596 yacoB
N3 Hux Ha ocBoenue MJIK 623 4aca,
B TOM YHCJIE CaMOCTOsITeNIbHasA paboTa 24 yaca.

[TpakTuku, B TOM uncie ydeOnas 108 gacos

pOU3BOACTBEHHAs (110 nMpoduiIto crienuraibHocTy) 180 yacos

DK3aMmeH 1o Moaysro 12 yacos



2. CTpyKTypa U coJiep:kaHue npopecCuoHaIbHOTO MOy JIs

2.1. CtpykTypa npo¢decCHOHaTLHOTO MOAYJIS

O6Bem podeccHoHaTbHOTO MOAYJIS, aK. Jac.

Cymm Pabora oOyuaroniuxcsi BO B3aUMOJICHCTBHH C MPETOAaBaATEIEM Camoct
Haumenosan | apubl | OsITEIIb
Kozsl Us pa3ziesioB it =% 5 Obyuenue no MIK
pasn SR B IIpakTuku Had
KOMIIETeH | mpodeccuona | oobem | . § § moa uucae paGoTa
ou JILHOTO Harpy ::. E E( Bcero | IIpomexyTtoun | maGopaTopHb Kypcosble
MOy JIst 3KH, = & 8 as aTTecTalus XU IIPOEKTHI VYuebn | [IpousBoacts
qac. | m = NPaKTHYECKH (paboThl) ast CHHas
X 3aHSATUN
1 2 3 4 5 6 7 8 9 10 11
K 1.1. Pazpean 1.
OK 01- OK| ycranoska u
11 HaCTpOMKa
ABTOMATH3UP
OBaHHBIX
330 162 274 12 126 - 36 - 8
(b OpMaIM
OHHBIX)
CHUCTEM B
3aIUIIICHHOM
UCTIOJTHCHU U
K 1.2., Paznen 2.
1K 1.3, AnMuHUCTpU
K 1.4 poBaHHe
OK 01— 467 254 349 30 182 - 72 - 16
ABTOMATH3HP
OK 11
OBaHHBIX
(b OpMaIM




OHHBIX)

CHCTEM B
3aIHIIEHHOM
HMCIIOJIHEHUHT
IIK 1.2., [IpousBoacTs
IIK 1.3, CHHAs
K 1.4 npakTHka (1o
OK 01— 180 180 180
npoQIIO
OK 11
CIIEIINAIEHOC
TH)
DK3aMeH I10 12 12
MOJTYJTIO
Bceero: 989 596 623 54 308 108 180 24




2.2. TemaTuueckuil 1iaH v coAep>kaHue NpoPeCcCuOHAIBHOTO MOIYJIS

Haumenosanue
pas3znenon
npodeccnoHaIbHOTO ConepxaHue yaeOHOTO MaTepHara, O0beMm B
monyst (ITM), JabopaTOPHBIE U IPAKTUYECKUE 3aHATHUS, CAMOCTOSTENIbHAs paboTa CTYJEHTOB, KypCOBOM MPOEKT (paboTa) gacax
MEXAUCIUIITMHAPHBIX
kypcoB (MJIK) u tem
1 2 3
Paznen 1 IIM.01 YcTaHOBKA M HACTPOHKA aBTOMATH3MPOBAHHBIX (MH(OPMAIMOHHBIX) CHCTEM B 3aIIIUIIIEHHOM HCIIOJTHEHUH 330
M/K.01.01 OnepanuoHHbIe CHCTEMbI 138
Paznei 1. DiieMeHTHI TEOPHH ONEPANMOHHBIX cucTeM. CBOIICTBA ONEPAIMOHHBIX CHCTEM 44
Tema 1.1. OcHOBBI Conepxanue 6
TEOPUH OMEPAMOHHBIX | OmpenesneHne onepauoHHoi cucteMbl. OCHOBHbIE MOHATHA. VICTOpHS pa3BUTHS ONEpallMOHHBIX cucTeM. Buapl
CUCTEM orepaioHHbIX cucteM. Kiaccudukanys onepaioHHbIX CUCTEM 110 pa3HbIM Mpu3HakaM. OnepanoHHas cucTeMa Kak 6
uHTEpdeiic Mexay IporpaMMHBIM U anmapaTHeIM oOecriedeHreM. CHcTeMHBIC BBEI30OBEL. VccienoBanus B o0mactu
OTEPAIMOHHBIX CUCTEM.
B ToM uncie npakTuyeckux 1 1a00paTOPHBIX 3aHATHIA )
Tema 1.2. MamunHO- Copepxanue 16
3aBUCHMBIE U MaMHHO- | 3arpy3uuk OC. Maunuanusanus annapatHbix cpeacTB. [Iponece 3arpys3ku OC.
HE3aBUCUMBIE CBOUCTBA | [Tepernocumocts OC. MammuHo-3aBucumbie Moy OC. 3agaun OC 110 yIpaBiieHHIO ONEpalisiMA BBOIa-BBIBOIA.
ONEPAMOHHBIX CUCTEM MHorocoiHas MOJIeb TOJCUCTEMBI BBOAA-BbIBOJIA. paiiBepsl. [loaneprkka onepanuii BBOJa-BbIBOJIA. 8
(00) Pa6ora c daitnamu. aiinosas cucrema. Buasl daiinossix cuctem. dusnueckas opranuzanus ¢ainoBoil cucreMsl. THIbI
¢aitno. PaiioBble onepayy, KOHTPOJIb JOCTYIA K (aiiaam.
B ToM umcie npakTH4YecKuX M 1a00paTOPHBIX 3aHIATHHA 8
[TpakTnueckoe 3anatue «Bupryanpheie mamuHbl. Coznanue, MoauduKaius, padora 2
[IpakTnueckoe 3ansTue «Ycranopka OCy 2
[Tpaktuueckoe 3ansitue «Co3aHue U U3y4eHUE CTPYKTYPhI Pa3/IesIOB )KECTKOTO AUCKa» 2
[TpakTrueckoe 3anstue «Onepanun ¢ Gaitramm 2
Conepxanue 4




Tema 1.3. MonynpHas

Ok30s1po. Monens kineHT-cepsep. Pabora B pesxxume nonb3oBarens. Pabora B koHCOIBEHOM pexnme. O00I09KH

CTPYKTypa ONEPALMOHHBIX CUCTEM. 2
ONEPALIMOHHBIX CHCTEM, | B TOM umcie npakTuyeckux v Ja00paTOPHBIX 3aHATHH 2
MIPOCTPAHCTBO [IpakTueckoe 3anatue «PaboTa B KOHCOIBHOM U IpapUUECKOM peKUMAaX» ’
10JIb30BATENS
Tema 1.4. Ynpasnenue Conepxanue 4
MaMSATBIO OcHoBHOe yrpaBieHue namaTeto. [lonkauka. BupryansHas namsTe. AITOpUTMBI 3aMEIIEHUs CTpaHuLl. Bonpocs! )
pa3pabOTKH CUCTEM CO CTPAHUYHOM opranu3anuei namstu. Bonpocs! peanuzanun. CerMeHTanys namsitu
B ToM uncie npakTHYecKuX M Ja00paTOPHBIX 3aHATHH 2
[IpakTnueckoe 3aHsiTuE «MOHUTOPHHT 3a HCHOJb30BAHUEM NAMSTH 2
Tema 1.5. Ynpasnenue Conepxanue 8
IpoLeccami, [Tonsarue npouecca. [Toustue noroka. [loHsTHE IpHOPHUTETA M OYEPEH MTPOLIECCOB, OCOOCHHOCTH MHOTOIIPOIIECCOPHBIX 4
MHOT'OIIPOLIECCOPHBIE cucteM. MexmnpoliieccopHoe B3auMOICHCTBHE
CUCTEMBI [TonsTre B3anMoOIOKHPOBKH. Pecypchl, 0OHapy)eHue B3auMoOJIOKUPOBOK. M30eranue B3anMoOI0KHPOBOK.
[TpenoTBpalieHre B3auMoOIOKUPOBOK
B ToM umcie npakTH4YeCKuX M 1a0OpaTOPHBIX 3aHATHHA 4
[IpakTHueckoe 3aHsATUE «YIIPABICHUE MIPOLIECCAMU 2
[TpakTnueckoe 3anatue «HabmoneHue 3a UCIOIb30BaHUEM PECYPCOB CHCTEMBD) 2
Tema 1.6. Conepxanue 6
Bupryanuzauus u TpeboBanus, mpuMeHsIeMbIe K BUpTyanu3aiuu. [ unepsuszopsel. TexHonoruu 3QpGeKTHBHON BUPTYaTU3aIINH.
o0JIaYHbIe TEXHOJIOTUU Bupryanuzanus namsatu. Bupryanusanus BBojga-BbiBoja. BupryansHble ycTporicTBa. Bonmpocs! JIUILIEH3UPOBAHMS 4
O6raunblie TexHonoruu. MccnenoBanusi B 001aCTH BUPTYATU3AIMH M 00JIaKOB
B ToM uncie npakTH4ecKuX M JaOOpaTOPHBIX 3aHATHH 2
IIpakTueckoe 3anatue «3yuenue npumepoB BUpTyaiabHbIX MamuH (VMware, VBox)» 2
Pasnea 2. be3onacHOCTH onepanioHHbIX CHCTEM 10
Tema 2.1. [TpuHUMTIBI Conepxanue 10
IIOCTPOEHHUSI 3aILUTHI [Tonsatue 6ezomacnoctu OC. Knaccudukanus yrpoz OC. UcTouHUKH yrpo3 HHPOPMALIMOHHOMN 0€301MacHOCTH U 00BEKTHI 4
nH(popMaluu B BozaeicTBus. [lopsaok obecrieueHrst 6€30MacHOCTH MH(POPMAIUH MPHU SKCIUTyaTalluy OonepaluoHHbIX cucteM. LlltatHbie
ONEpPaMOHHBIX cpenctBa OC anst 3amuThl ”HGOPMAITUH.
CHUCTEMax B ToM uncie nmpakTudeckux M Ja00paTOPHBIX 3aHATHH 6
[IpakTrueckoe 3aHsTHE «YTIPaBJICHHUE YUETHBIMU 3aIIUCSIMHU MTOJIb30BATEIEH M JIOCTYIOM K pecypcam» 2
[TpakTHyeckoe 3aHsITHEe «AYIUT COOBITUN CHCTEMBD) 2
[Tpaktuyeckoe 3ausTue «VM3ydeHue MTATHBIX CPEACTB 3AIIUTH HHPOPMALIMU B ONEPAITMOHHBIX CUCTEMAaX» 2




Pasnea 3. OcobeHHOCTH paGoThI B COBPEMEHHBIX ONePAallMOHHBIX CHCTEMax 26
Tema 3.1. Conepxanue 10
OnepanmoHHbie 0630p cuctems! Linux. [Iponeccr B cucreme Linux. Ynpasnenue namsateio B Linux. BBoa-BeiBoa B cucteme Linux.
cuctemsl UNIX, Linux, | ®aiinosas cucrema UNIX. 6
MacOS u Android Onepanuonnble cucTeMbl cemeiictBa Mac OS: 0COOEHHOCTH, IPEUMYILECTBA U HEIOCTATKH.
Apxwutextypa Android. [Tpunoxenus Android
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 4
[Tpaktuyeckoe 3ansatue «Cosnanue quctpuOytrBa Linux. YcTaHoBKay 2
[Tpaktuueckoe 3anstue «Pabora B OC Linux» 2
Tema 3.2. Coaeprxanue 4
Onepannonnas cucreMa | Ctpykrypa cuctemsl. [Iporiecchl u moTokn B Windows. Yrpasienue namsateio. BBoa-BeiBog B Windows. 2
Windows B ToM umcIie mpakTHYECKUX 1 JJa0OpaTOPHBIX 3aHATHH 2
[TpakTryeckoe 3aHsATHE «YCTaHOBKA M NepBUYHAsA HacTporika Windowsy. 2
Tema 3.3. Poccuiickas Conepxanue 6
onepayuonnas cucmema | Cmpykmypa cucmemsi Anom 8 CII. Unmepgheiic OC Anom 8 CII. Anem Pabouas cmanyus. Anom Cepsep. 4
Anom* B ToM umcie npakTH4YeCKuX M 1a0OpaTOPHBIX 3aHATHHA 2
[TpakTnueckoe 3anatue «Paboma 6 onepayuonnoil cucmeme Anom Obpazosanuey. 2
Tema 3.4. CepBepHbie Conepxanue 6
onepauuoHnelie cucreMel | OcHoBHOe HazHaueHue cepBepHbIX OC. Ocobennoctu cepBepHbix OC. PacnipeneneHuble GpaiaoBbie CHCTEMBI. 2
B ToM umcie npakTH4YecKuX M 1a00paTOPHBIX 3aHATHMA 4
[IpakTnueckoe 3anatue «Pabota ¢ cereBoi (hailioBOM CHCTEMOI. 2
[Tpaktuueckoe 3anstue «Pabora ¢ cepseproit OC, nanpumep, AltLinux» 2
Pasnen 4. 3auguma 6 onepauuonnvix cucmemax * 42
Tema 4.1. Ynpasnenue Coneprxanue {
docmynom 6
sawuennoii OcHognbie no0xo0bl K NOCMPOEHUIO 3aUUUEHHbIX OnepayuonHblx cucmem. Cmanoapmel 6€30nacHOCmMU OnepayuoOHHbIX 4
onepayuonnoli cucmene cucmem. Tunogvle Mooenu ynpasietus 00Cmynos. Yn;u?aeﬂenue 0ocmynom.
B ToM umcie npakTH4YecKuX M 1a00paTOPHBIX 3aHIATHHA 4
[IpakTHueckoe 3aHATUE «Ynpasaenue yuemuviMu 3anuciamu noab306ameneiy 2
[IpakTrueckoe 3ausitue «Ymnpasnenue docmynomy 2
Tema 4.2. Conepxanue 14
Aymenmuguxayus u Aymenmugurayus 6 onepayuonnvix cucmemax. Cucmemul 0OHaApyHceHUs 6MopIHceHUl. Ayoum 6 onepayuoHHbIX 6

cucmemdax




ayoum 6 onepayuonHeix | B TOM 4mce MpakTHUECKUX U JJAOOPATOPHBIX 3aHATHIH 8
cucmemax [Tpaktuueckoe 3ausitue «Aymeumuguxayus 6 OC Windows» 2
[TpakTuueckoe 3anatue «Aymeumugurayus 6 OC Linuyx 2
[Tpaktuueckoe 3ausitue «Ayoum ¢ OC Windows» 2
[Tpaktuyeckoe 3austue «4youm ¢ OC Linuxy 2
Tema 4.3. Conepxanue 16
Onepayuonnas cucmema | Apxumexkmypa, nasnauenue, oonacmu npumenenuss OCCH. Ocnogbl nosb308amenbckoll pabomol U AOMUHUCTPUPOBAHUSL
0c006020 Ha3HAYEeHUs OCCH. Manoamuas modenv ynpasienus 00cmynom u ungopmayuonuvimu nomoxamu 6 OC cemeticmea Linux. Ypoenu ]
Astra Linux. MAHOAMHO20 YNPABIeHUs YeIOCMHOCMbIO. YposeHb MaHOamHoz20 ynpasienus 00cmynom. Ynpaenenue 6e3onacnocmoio 8
OCCH Astra Linux. Aymenmugurxayus u ayoum 6 OCCH Astra Linux.
B ToM umcie npakTH4YecKuX M 1a00paTOPHBIX 3aHATHMA 8
[Tpaktueckoe 3ansarue «Yemanosxa OCCH Astra Linux. Paboma ¢ OCCH Astra Linux 6 epaguueckom pesxcumey o)
[IpakTrueckoe 3aHATue «Apxusuposanue u cocamue ainos. bazosvie KOHCONbHBIE KOMAHObL AOMUHUCTIPUPOBAHUS 2
[Ipaktuueckoe 3ausitue  «¥Ynpasnenue npoyeccamu 6 OCCH Astra Linuxy 2
[IpakTuueckoe 3auiaTue «Ynpaesnenue nonvzosamensimu Astra Linux» 2
Tema 4.4. Conepxanue 4
bezonacnocms bezonacnocms onepayuonnvix cucmem MOOUILHBIX YCMPOUCME 4
ONnepayuoHHblX cucmem | B TOM 4HCIIe TPAKTUYECKUX U JTAOOPATOPHBIX 3aHATUN )
MOOUNILHBIX YCMPOUCME
[TpumepHas TeMaTHKa BHEAYAUTOPHON CaMOCTOSITENIEHOU PabOTHI
1. Co3nanue BUPTyaabHOU MAIIUHBI.
2. YcTaHOBKa ONEPALIMOHHON CUCTEMBI. 4
3. Anamu3 xxypHana ayaura OC Ha paboyem mecTe.
4. Mi3yueHne aHAIMTHYECKUX 0030pOB B 00JIACTH OCTPOCHMSI CUCTEM 0€30MaCHOCTH ONEPAIIMOHHBIX CHCTEM.
[TpomexxyTounas arrectarus B popme sx3amena no MJIK.01.01 12
MJIK.01.02 ba3bl faHHBIX 156
Pasnea 1. OcHOBBI Teopuu 0a3 JaHHBIX 20
Tema 1.1. OcHOBHEIE Conep:kanue 12
MIOHATHUS TeOpuu 0a3 [Tonsite 6a3pl naHHBIX. KOMIOHEHTHI CHUCTEMBl 0a3 [aHHBIX: JaHHBIC, aNlapaTHOe OOeCHedeHue, MPOrpaMMHOE
naHHbIX. Monenu oOecnieueHue, monb3oBaTenu. OTHOMONB30OBATENLCKUE W MHOTOINOJB30BATEIbCKUE CHUCTEMBbl 0a3  JaHHBIX. )

JTAHHBIX

WuterpupoBannble u obmue naHHble. OOBEKTHI, CBOMCTBA, OTHOUICHUs. LleHTpann3oBaHHOE YIpPaBICHHE JaHHBIMHU,
OCHOBHBIC TPEOOBAHMSI.




MOI[QJII/I JaHHBbIX. I/Iepapanecxue, CCTCBLIC U PCIIAIUOHHBIC MOJCIIN OPraHnu3alii JaHHBIX. HOCTpeJIHI_[I/IOHHLIe MOACIN

JAHHBIX. 2
Tepmunosiorus pensuuoHHbIX Mojeneit. Kimaccudukarus cymuocteit. JBenaanats npasuwi Koana aist onpeaeneHus
KOHILICTINH PESIUOHHON MOJEIH. 2
B ToM umcie npakTH4YeCcKuX M 1a00paTOPHBIX 3aHATHHA 6
[Tpaktueckoe 3ansarue « Coop u anaruz ungopmayuuy* 2
[Tpaktuueckoe 3anarue « Hopmanusayus persyuonnoi B[, oceoenue npunyunos npoexkmuposanust BJ»* 2
[Tpaktuueckoe 3austue «lIpeobpazosanue pensyuonnou bJ] 6 cywynocmu u cesizuy* 2
Tema 1.2. OcHOBBI Conepxanue 4
PENAIMOHHON anreOpbl OCHOBBI pensMOHHOM anreOpbl. TpaauinoHHbIC Onlepauy HaJl OTHOIIEHUsIMU. CrieranbHbIe OTIEpaiy Hal )
oTHOleHUsAMH. Oniepalliy HaJl OTHOLLIEHUSIMH JIONOJIHEHHbIE JIeUTOM.
B ToM umcie npakTHYeCKuX M 1a00paTOPHBIX 3aHIATHHA )
[TpakTuueckoe 3ansitue «Onepanuu HajJl OTHOIICHUSIMIY)
Tema 1.3. bazoBblie Coneprxanue 2
MOHATHS U bazossie monsatuss CYB/I. OcnoBubie ¢pynkimn, peanu3yembie B CYBJl. OcHoBHble kKoMnioHeHTH CYB/] 1 nx
knaccudukanus cucteM | Bzaumoneiictue. Uurepdeiic CYB]I. S3pikoBbie cpenctBa CYBJI. Knaccudukarms CYBJI. CpaBHutenbHast 2
yIpaBjeHUs OazaMu xapakrepuctiuka CYBJI. 3nakomctBo ¢ CYB/] (1o BEIOODPY)
AAHHBIX B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH -
Tema 1.4. Conepxanue 2
IlenocTHOCTH JaHHBIX [ToHsiTHE IETOCTHOCTU U HEMTPOTUBOPEUUBOCTHU AaHHBIX. [[prMepbl HapylIeHUsl ETOCTHOCTH U HEMPOTUBOPEYUBOCTH )
KaK KJIIOYEBOE MOHATUE | maHHBIX. [IpaBuia u orpaHUyYeHuUs.
0a3 IaHHBIX B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH -
Paznea 2. IlpoexkTupoBanue 0a3 JaHHbIX 16
Tema 2.1. Conepxanue 4
Nudopmannronubie Tunel uHGOpMAIIMOHHBIX Mosieniell. Jloruueckrne Moaenu JTaHHbIX. PU3NYECKUE MOJICIN JAHHBIX. 2
MOJENN PENAINOHHBIX B ToM uucie npakTudeckux U J1ad0opaTOPHBIX 3aHATUI 2
0a3 aHHbIX [Tpaktuueckoe 3austue «lIpoekTupoBanue HH(OIOTHUECKON MOIETH JaHHBIX)
Tema 2.2. Conepxanue 4
Hopmamusanus tabmun | Heo6xoauMocTh HOpMau3anui. AHOMAINK BCTABKH, yAaleHUs U 00HOBJIeHHs. [IpuBeieHne TaOIuIIbI K TIEPBOiA, BTOPOit
pENAIMOHHON 6a3bI U TpeThell HopMaabHbIM dopmam. [anpHelas HopManu3amus Taobnui. YerBepras v msTass HOpMaibHbIE (DOPMBI. 2
JAHHBIX. [IpumeHeHue nmpolecca HOpMaJIU3aLHH.
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 2




IIpoexTupoBanue cBa3en

[Tpaktuyeckoe 3ansaTue «lIpoexkTpoBaHue CTPYKTYphl 0a3bl JAHHBIX)

MEXIy TaOJIUIIaMHU. 2
Tema 2.3. CpeactBa Conepxanue 8
aBTOMAaTHU3aluU CASE-cpenctBa, CASE-cuctema u CASE-texnonorus. Knaccuduxanus CASE-cpencts. ['paduaeckoe npencrapienue
MPOEKTUPOBAHUS Mozenen npoekrupoBanuda. UML. Jluarpamma cynHOCTb-CBSI3b, AMarpamMma IOTOKOB TAHHBIX, JUarpaMMa MpereaeHTOB 4
MCII0JIb30BaHUSI.
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH
[Tpaktuueckoe 3anstue «lIpoexTupoBanue 6a3bl NaHHBIX ¢ Ucnoiab3oBaHrueM CASE-cpencTsy 4
Paznen 3. Opranmnsanus 6a3 J1aHHbIX 18
Tewma 3.1. Co3znanue Coneprxanue 6
0a3bl JaHHBIX. Coznanne 6a3bl JaHHBIX. PaboTa ¢ TabnuiamMu: co3aanue TaOJInIlbl, ©3MEHEHHE CTPYKTYPBhI, HAITOJIHEHUE TaOTHIIbI
ManunynupoBanue JaHHBIMU. YTIpaBJICHHE 3aMUCIMH: T00OaBIeHIE, peIaKTUPOBaHNE, yaalleHHe U HaBuramus. Pabora ¢ 6a30ii qTaHHBIX: )
JTAHHBIMHU. BOCCTaHOBJIEHHE U cxkaTtue. OTKpbITHE U MOauduKanus JaHHbIX. KoMaHabl XpaHeHust, 100aBIeHUsI, peIaKTUPOBaHUS,
yAaJieHUs] 1 BOCCTAHOBJICHUs JaHHBIX. HaBuramumst mo Habopy NaHHBIX.
B ToM umcie npakTH4YeCKuX M 1a00paTOPHBIX 3aHIATHHA 4
[TpakTuyeckoe 3ansatue «Coznanue 6a3bl naHHbIX cpeacTBamMu CYB/I. PaboTa ¢ Tabnuuamu: noGaBnexue, 4
pEeAaKTHpOBaHUE, YAAJCHHE, HABUTAIUS TI0 3alUCIM.
Tema 3.2. Inaexcel. Coneprxanue 12
CBs3u MeXITY [TocnenoBarenbHbIN OUCK AaHHBIX. COpTHPOBKA M GUIbTpanysl JaHHBIX. IHAeKcupoBaHue Tabauil. Pa3muunbie THITBI 4
TaOJIAI[AMU. WHACKCHBIX (haitnoB. Paboune obnactu u nceBaoHUMBIL. CBsi3b Tabmumil. OO0beuHeHHE Ta0JIHII.
O6benunenue Tabuiy OcHognbie 6uobl Knoyell 8 madauyax. Buewnuil u nepsuyHwlil K104 OCHO8Hble omauyus. * 2
B ToM umcie npakTH4YeCKuX M 1a00paTOPHBIX 3aHIATHHA 6
[TpakTnueckoe 3anatue «CozaHue B3aMMOCBS3EH» 2
[TpakTuueckoe 3ausTie «COPTUPOBKA, MOUCK U (DUIBTPAITUS JAHHBIX) 2
[TpakTnueckoe 3anaTue «CrnocoObl 00beTUHEHMS TAOIHID) 2
Paznen 4. YnpasJiienue 60a30i JaHHBIX ¢ moMombi0 SQL 28
Tema 4.1. Conepxanue 10
CTpyKTypHpOBaHHBIN OOm1ast xapakTepUCTHKA SA3bIKa CTPYKTYpHUPOBaHHBIX 3anpocoB SQL. CTpyKkTypsbl u THIbI JaHHBIX. CTaHIApTHI S3bIKa
sI3bIK 3ampocoB SQL SQL. KomaHbl onipeiesieHus: JaHHBIX 1 MAHUTITYJIMPOBAHUS TAHHBIMH. ]
OcnosHble munvl KOMaHObl npumensemvlx 8 3anpocax SQL*
Ampubymol u oepanuuenuss cmooyos u maoauy. *
B ToM uncie npakTuyeckux U Ja00paTOPHBIX 3aHATHH 2




[TpakTueckoe 3anarue «Co3manue 6a3bl JaHHBIX ¢ TOMOIIBI0 Komaua SQL. PegakTupoBanue, BCTaBKa U yAalleHUE

JAHHBIX CpeACTBaMH si3bika SQL» 2
Tema 4.2. Oneparopsl 1 | Conepxanue 18
bynkmm si3pika SQL Crpykrypa komauasl Select. Ycnosue Where. Onepatops! 1 pyHKIIMH TPOBEPKH yCaoBHUH. JIorndaeckue onepaTopsl.
['pynnoBeie pyHKmn. OyHKIWH IaThl U BpeMeHU. CUMBOJIbHBIC (DYHKITUH.
Aepecamuvie ¢hynkyuu 6 SOL. * 12
Hzvik SOL « Onepamopst GROUP BY u HAVING». *
Pacwupenus 3anpocos SOL Server ons epynnuposexu oanmvix. *
Iloozanpocul sizvika SOL u onepamop EXISTS. *
B ToM uncie npakTHYecKuX M Ja00paTOPHBIX 3aHATHH 6
[Tpaktnueckoe 3ansTue «Co3aHne U UCIIOJIB30BAHUE 3aPOCOB. I pynnupoBKa U arperupoOBaHNUe TaHHBIX)» 2
[Tpaktuueckoe 3ansitue «KoppenrpoBaHHbIE BIOKEHHbBIE 3aMPOCHD) 2
[IpakTnueckoe 3ansatue «Co3aaHue B 3apocax BBIYUCIISIEMbIX NoJIel. Mcroap30BaHne yCIOBUI 2
Pasnea 5. Opranusanus pacnpeaejJéHHbIX 0a3 JaHHBIX 24
Tema 5.1. Coneprxanue 6
ApXUTEKTYpBI ApXUTEKTYpBI KIHeHT/cepBep. JloOCTOMHCTBA U HEAOCTATKU MOJIEJIeH apXUTEKTYpbl KIHMEHT/CepBEp U UX BIUSHUE HA
pacripesieieHHbIX 0a3 ¢dynakmonupoBanue ceteBbix CYB/I. [IpoekTupoBanue 6a3bl JaHHBIX 1MOJ] KOHKPETHYIO apXUTEKTYPY: KIUEHT-CEpPBED,
JAHHBIX pacrpeiesieHHbIe 0a3bl IaHHBIX, MapajuIieibHast 00pad0OTKa JaHHBIX. 4
OTinyus ¥ PEUMyIIECTBA YIAICHHBIX 0a3 NaHHBIX OT JIOKAJIBHBIX 0a3 maHHbIX. [IpenMyIiecTBa, HETOCTATKH  MECTO
IIPUMEHEHHUsI IBYX3BEHHOW M TPEX3BEHHOW apXUTEKTYPHI.
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 2
[IpakTueckoe 3aHATHE «YTpaBIEHUE JOCTYIIOM K 00beKTaM 0a3bl JAHHBIX»
Tema 5.2. CepBepHas Conepxanue 4
yacTth pacnpenencHuon | [lnanupoanue u pa3péproiBanne CYB/] nist paboThl ¢ KIMEHTCKUMU MPUIIOKEHUSIMH 2
0asbl JaHHBIX B ToM uucie npakTuyeckux U 1ad0opaTOPHBIX 3aHATUI 2
[IpakTuueckoe 3anstue «Ycranoska CYB/I. Hactpoiika komnonentoB CYBJI».
Tema 5.3. Kinuenrtckasa Conepxanue 14
yacTh pacnpenencHHon | [InanupoBanue npunoxxennit. Oprannzanus naTepderica ¢ moap3oBareneM. 3HaKOMCTBO C MaCTepaMu U )
0a3bl JaHHBIX KOHCTPYKTOPAaMHU IIPH MPOEKTUPOBaHUH (popM u oTueToB. Tunsl MeHI0. PaboTta ¢ MeHI0: co3nanue, MoauuKanus.
Hcnonp3oBanrne 00beKTHO-OPUEHTUPOBAHHBIX S3bIKOB IPOrPaMMUPOBAHUS IS CO3JaHMsI KIIMEHTCKON 4acTu 0a3bl )
JaHHbIX. TEXHOIOIMH JOCTYIA.
Ontummsarus npou3BoauTebHOCTH padoThl CYB/I. 2




B ToM uncie npakTuyeckux U Ja00paTOPHBIX 3aHATHH 8
[Tpaktnueckoe 3anstue «Co3ganue GOpM B OTYETOBY 2
ITpakTnueckoe 3ansatue «Co3nanue MeH0. I'eHepanus, 3aImycK» 4
[Tpaktuueckoe 3anstue «lIpodumupoBaHue 3aIPOCOB KIMEHTCKUX TPUIIOKCHHIN 2
Paznen 6. AnMUHUCTPUPOBaAHHE U 0€30ITACHOCTD 44
Tema 6.1. Coneprxanue 8
ObecnieyeHune VYrpo3sl ienoctaoctd CYBJl. OcHOBHBIC BUJIBI M IPUYKUHBI BOZHUKHOBEHUS yTPO3 11eI0CTHOCTH. CIocoOb!
LIEJIOCTHOCTH, nporusoaelicTeus. IIpasuna, orpaHuyeHus.
JIOCTOBEPHOCTHU U [TonsiTue xpanuMou npoueaypsl. JJocCTOMHCTBA U HEJOCTATKH MUCIIOJIB30BaHUS XpaHUMBIX TTpoueayp. [loustue Tpurrepa. 4
HENPOTUBOPEUYNBOCTH S3bIK XpaHUMBIX NpoLEeyp U Tpurrepo. Kackannble Bo31eHCTBUSA. YTIpaBIeHUE TPaH3aKIUAMU U KIIIMPOBaHUE
JAHHBIX. MaMSITH.
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 4
[TpakTueckoe 3ansaTue «Pa3paboTka XpaHUMBIX IPOLEAYP U TPUTTEPOBY 4
Tema 6.2. ITepexsar Coxepxanue 2
HCKJIFOUUTENIBHBIX [ToHsATHE NCKITFOUUTENBHON CUTyaluu. MATKUI U )KECTKUN BBIXOJI U3 UCKIIFOUUTENBHONU cUTyauuu. MecTo
cuTyaluil u 00paboTka | BO3HHKHOBEHHS HCKITIOUMTENbHON cuTyarwn. OnpeeseHne Xxapakrepa OnMOKH, BbI3BABIIEH HCKIIOUUTEIBLHYIO 2
oIrmOoK CUTYAITHIO.
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH -
Tema 6.3. MexaHu3Mbl Copepxanue 6
3amuThl nHGopMmanmu B | CpeacrBa uaeHTHGUKANKUK U ayTeHTHHKamn. Oomme ceenenus. Opranusaiws B3anmoaeiicteust CYB/] u 6azosoii OC. 2
CUCTEMaX YIIpaBJICHUS Cpencrta ynpapneHus 10cTynoM. OCHOBHBIC TIOHSITHS: CYOBEKTBI M OOBEKTHI, TPYIIIHI TOJTb30BaTENEH, IPUBUIICTHH,
0a3amu TaHHBIX pOJIU M TpeAcTaBiIeHUs. SI3bIKOBbIE CpeICTBA pa3rpaHUUEHUs JocTyna. Buapl mpuBUieruii: npuBUieruu 6€30MacHOCTH U
nocryna. Konnenius u peasninzanusi Mmexanusma posieid. CootHomeHue npas gocryna, onpeaensembix OC u CYB/L.
Cpenctsa 3amuThl HHGOPMAIMHU B 0a3ax JaHHBIX
2
B ToM umcie npakTHYecKuX M 1a00paTOPHBIX 3aHIATHHA 2
[TpakTdeckoe 3aHaTHE «YTIpaBlIeHUE MpaBaMU JOCTYMA K 0a3aM JaHHBIX) 2
Tema 6.4. KonmupoBanue | CopepkaHue 8
U [IEPEHOC TaHHBIX. Co3naHue pe3epBHBIX KOMMIA Beeil 0a3bl JaHHBIX, )KypHalla TPaH3aKIHii, a TAK)KE OJHOTO MM HECKONbKUX (paiiioB mim
Boccranosnenue (aiinoBsix rpymi. [lapamnenusm oneparuii Mogu(pUKaUKu TaHHBIX U KOMUPOBAHUA. THITBI pe3epBHOTO KOITUPOBAHHUS. 2
JAHHBIX VYrpaBneHue pe3epBHbIMU KOMUAMH. ABTOMATHU3aIMsI TPOLIECCOB KOMUPOBaHUsI. BoccTaHOBIIEHHE TAHHBIX
B ToM umcie npakTH4YeCKuX M 1a0OpaTOPHBIX 3aHATHHA 6




[IpakTrueckoe 3aHATHE «AYIUT AaHHBIX ¢ noMmolibio cpeactBs CYB/I u Tpurreposy

[TpakTnueckoe 3anatue «Pe3epBHOE KONMMpPOBaHHE U BOCCTAHOBJICHUE 0a3 JaHHBIX)»

[\

Tema 6.5. Opeanuzayus
3auumsl OGHHBIX 8
Xpanunuwax*

Coneprxanue

20

Jlononnumenvhvie napamempuol pazeepmoiéanuss u aomunucmpuposarus AD DS. Obecneuenue bezonacnocmu ciyxco AD
DS.

Monumopune, ynpasnenue u soccmarnognerue AD DS.

Buedpenue epynnosvix noaumux.

ynpaeﬂeﬁue napamempamu nonvzosamereli ¢ NOMOUWBIO cpYyNnnoeblx NOJUMUK.

Obecneuenue bezonacnoco docmyna K 00wum gaiiam

Pazsepmuisanue u ynpasnenue cayacoamu cepmughuxamos Active Directory (AD DS).

B ToM umcie npakTH4YecKuX M 1a0OpaTOPHBIX 3aHATHHA

—
[\

HpaKTqucxoe 3aHATHE «Ycmanoeka npuopumemoesy

[TpakTnueckoe 3auaTue «Pazgepmoiganue KOHMPOIIEPO8 OOMEHAY

[TpakTuueckoe 3austue «Mounumopune cemesozo mpaghuray

A~ bbb

[TpumepHas TeMaTHKa BHEAyAUTOPHON CaMOCTOATENbHON paboThl pu uzyuennn MJIK.01.02

Brimonnenue naanBUyabHOTO 3aMaHus 1o TeMe «IIpoekTupoBanre HHPOIOTHIESCKOW MOJETH 0a3bl JaHHBIX).

BrinosiHeHME MHIUBUAYAIBHOTO 3a7aHus 0 TeMe «Hopmanu3zanus OTHOIEHUI.

Brimonnenne naanBUyanbHOTO 3aMaHus 1o TeMe «Co3nanne 6a3pl qaHHbIX. Co3nanue Tadnui. OpraHu3amnusi MeKTaOJIUIHBIX CBSA3CH
BrinonHenue MHANBUYATbHOTO 3a1aHus 0 TeMe «Opranusanus 3anpocoB.

BrinosiHeHne MHIUBUAYAIBHOTO 3aaHus 1Mo TeMe «Co3/1aHue moJIb30BaTeIbCKOro MpuiokeHus cpeactsamu CYB/».

[TpomexxyTounas arrectanus B hopme nuddhepenimpopanHoro 3adera mo MJIK.01.02

Y4yeOHnas npakTuka pasgena 1 monyJs

Buasr pabot

O 00 1IN DN b~ WK =

. YCcTaHOBKA NMPOrPaMMHOI0 00€CTIeYeHHUsI B COOTBETCTBHU C TEXHUUYECKOW JOKYMEHTAIHEH.

. Hactpoiika mapameTrpoB paboThI IPOrpaMMHOTO OOeCTieueHusl, BKII0Yasi CHCTEMbI yIpaBlieHUs! 6a3aMu TaHHBIX.

. Hactpoiika KOMIIOHEHTOB MOJICUCTEM 3aIUTHI MH(POPMALIUN OTIEPALUOHHBIX CUCTEM.

. YrpaBieHrue y4EeTHBIMU 3aMUCSIMU MOJIb30BaTEIEH.

. PaboTa B onepannoHHbIX cHCTEMax ¢ COOII0ACHNEM JICHCTBYIOMMX TpeOOBaHUHN 1O 3aIUTe HH(POPMAIIH.

. YcTraHoBKa OOHOBJICHUS ITPOTPAMMHOTO 00€CTICUeHHS.

. KOHTpOJIb 11€710CTHOCTD MOJICUCTEM 3aIIUTHI HHPOPMALIMHU ONIEPALUOHHBIX CUCTEM.

. BolnosiHeHue pe3epBHOTO KOMUPOBAHUS M aBAPUIHOTO BOCCTAHOBJIEHUS! paOOTOCIIOCOOHOCTH ONEPALIMOHHON CUCTEMBI M 0a3bl JAHHBIX
. Mcionb30BaHue MPOrpaMMHBIX CPEICTB ISl apXHUBHUPOBAHUS HHPOPMALIUH.
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Pa3znen 2 moayJsiss. ATMMHHCTPUPOBAHME ABTOMATH3HPOBAHHBIX (MHGOPMAIIMOHHBIX) CHCTEM B 3aIIUIIIEHHOM HCIOJHEHUHU

467

M/K.01.03 CeTu u cucTeMbl nepexayu nHpopmManuu 77
Pasnea 1. Teopus TeJIeKOMMYHHMKALMOHHBIX CeTeH 18
Tema 1.1. OcHOBHEIE Conepxxanue 6
MIOHSTUS U ONpE/IeTICHUS

Knaccudukanus cucrem cBs3u. KonnenryansHas Mozenb nepenaun nHopmaiuu B cetr. CooOIIeHust U CUrHajbl. Bup 4

ANIEKTPOHHBIX CUTHaNOB. CreKTpallbHOEe Tpe/cTaBieHne curHaioB. [lapamerpsl curnanoB. O0beM U uHMOpPMAIIMOHHAS

€MKOCTh CHTHaJa.

B ToM uncie npakTuyeckux v 1a00paTOPHBIX 3aHATHHA 2

[TpakTuueckoe 3anstue «Mccnedosanue xapakmepucmux cueHanos. Mooyaayusay * 2
Tema 1.2. [TpuHUMTIBI Conepxanue 2
nepefayn nHGopManuy | HasHauenue u mpuHIMOBI opraHu3anuu cereil. Kiaccudukaius cereit. MHOTOypoBHEBBIH mo1x01. [IpoTOKOI. 2
B CETSX M CUCTEMAX Nutepdeiic. Ctex mpoTokosoB. TerekoMMyHUKAITMOHHAS Cpe/Ia.
CBSI3U

B ToM umce npakTH4YecKuX U 1a0OpaTOPHBIX 3aHATHMA -
Tema 1.3. TunoBsle Conepxanue 10
KaHajel nepenayd U ux | Kanan mepemaumn. CeTeBoil TpakT, TpYNIIOBOM KaHal mepefadd. AmnmapaTypa HU(PPOBBIX TUIE3HOXPOHHBIX CHCTEM 4
XapaKTePUCTUKHU nepenayn. OCHOBHBIE TapaMETPhl U XapaKTEPUCTUKHU CUTHAIOB. YTIPOIIEHHAsA CXEMa OpraHu3anuu kanaina TY

Hanpasnarowue nunuu céasu. Koakcuanvuwiii kabens. Bumas napa. Boroxonno-onmuueckue aunuu céazu. Ilomexu u

npuyunel. Illomexosvie nunuu ceazu. llpomoxkonst ucnpasienus oumuoox. *

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 6

[TpakTuueckoe 3ansTHE «PacdyeT MpomyCcKHON CIOCOOHOCTH KaHaja CBS3H 2

[IpakTuyeckoe 3aHiATHE «Aeopummsl obecnedenus YeroCmHOCmU OaHHbIX NPU nepedaye 6 Kanaie ceéazu» * 2

[TpakTuueckoe 3ausTHE « Pacuem 6010KOHHO-ONMUYECKOU TUHUU CBA3U» * 2
Pa3znen 2. Cern nepeaayum JaHHBIX 28
Tema 2.1. Apxutekrypa | CoaepkaHue 20
Y TIPUHIIUTIBI pa0OTHI CtpykTypa u XxapakTepucTuku ceteil. CnocoObl KOMMYTAITMHU U TIepeaaun JaHHbIX. Pacnipenenenue GyHKIuii o cucremam 4

COBPEMEHHBIX CETEi
rnepenavyu JaHHbIX

CETH M aJpecanys IMaKkeToB.
MapipyTusanys 4 yrpasieHUe IOTOKAaMU B CETAX CBS3H.

[TpoToKobl ¥ UHTEPQEICH yIpaBICHUS KaHAJIAMH U CEThIO Mepeauu TaHHbBIX.

Mooenv OSI. Apxumexmypa u ¢hynkyuu*




IIpoepammuoe u annapamnoe obecneverue cemel nepedaiu OaHHuIX ™

Cemesoe obopydosanue. Kommymamopwi. Mapwpymuszamopwi. Konyenmpamopwi *

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH

[
(o)}

[TpakTrueckoe 3austue « Koouposarue ungopmayuu 6 cemsx nepedauu 0aHuwvix» *

[Tpaktnueckoe 3ansatue «KouburypupoBanue cereBoro nHTepdeiica paboueit CTaHIum»

[IpakTrueckoe 3aHATUE «Bovlyucnenue aopeca cemu u y3na»*

[Tpaktuueckoe 3anstue «KoHdurypupoBanue cereBoro nHTepdenca MapmpyTu3aTopa no npotokoay 1Py

[Tpaktuyeckoe 3anstue «Koppekuus npobiaem nuntepdeiica MapuipyTuzaropa Ha GU3NIECKOM U KaHAIbHOM YPOBHE»

[IpakTnueckoe 3aHaTHe «JlMarHOCTHUKA U pa3pelieHue NpodIeM CETEBOI0 YPOBHSI»

[TpakTruyeckoe 3aHsiTHe «J/{MAarHOCTHKA U pa3penieHne npodaeM MPOTOKOIOB TPAHCIIOPTHOTO YPOBHSI»

[IpakTnueckoe 3anaTue «JlMarHocTrka U pazpelieHue npodaemM NPOTOKOIOB MPUKIAJIHOTO YPOBHS»

Tema 2.2.
becnipoBoaHbIE CUCTEMBI
nepenayu JaHHbIX

Conepxanue

BbecnpoBoanbie kanamns! cBsi3u. Kimaccudukanus. becnposogusie cetn Wi-Fi. [Ipeumymiectsa 1 061acTb mpUMEHEHHUS.
OcHoOBHBIE 3JIEMEHTHI OecTipoBOAHBIX ceTell. CTanmapThl OecripoBoaHbIX ceTel. Texnomorus WIMAX. ITpoGiemsr
0e30macHOCTH

NN N[NNI [N (N

B ToM umcie npakTH4YeCKuX M 1a00paTOPHBIX 3aHIATHHA

[TpakTueckoe 3anarue «Hacrpoiika Wi-Fi mapmpyTtuzatopa»
[TpakTuueckoe 3anstue « Mccredosanue bezonacnocmu becnposoonou cemu WI-FIy*

Tema 2.3. CoToBEIE U
CHyTHI/IKOBBIC CHUCTCMBI

Conepxanue

[Tpuniuns! GyHKIMOHUPOBaHUS cucTeM coToBoi cBsi3u. Ctanaaptel GSM u CDMA. CriyTHUKOBBIE CUCTEMBI TIepeaauu
NaHHBIX. PaauocBa3n

NN N

B ToM uncie npakTuyeckux U Ja00paTOPHBIX 3aHATHH

Paznen 3. CepBepHoe 000py0BaHMe H IPOTPAMMHOeE 00ecriedeHue

21

Tewma 3.1. Cepsepnoe
obopyoosanue*

Coneprxanue

Tunwi cepseprozo obopyoosanus. Hasnauenue cepseprozo 06opyoosanus.
OcHosnvie y3nvl. [{uckosvie maccugvl. RAID.

B ToM uncie npakTuyeckux U 1a00paTOPHBIX 3aHATHHA

Tewma 3.2. Cepsepnoe
npocpammuoe
obecneuenue*

Conepxanue

19

Windows server. Bepcuu, coopku, nasnauenue. Unix (Linux) server. Buowl, ocobennocmu.
OcHnognoti yenmp ynpasnenus (0omen-koumpoinep). Ochoguvie cpedcmea ynpasnenus aopecamu 6 cemu (DHCP, DNS).

B ToM ymce npakTH4ecKuX M 1JaOOpaTOPHBIX 3aHATHH

18




[TpakTnueckoe 3anatue «Passepmouiganue domen-Konmponepa na baze Windows». 6
[TpakTuueckoe 3ausTue «Pazgepmouisanue domen-konmpounepa Ha baze Unix (Linux)». 6
[Tpaktueckoe 3ansatue «Hacmpotixa DHCP-cepsepa. Cosdanue nynos adpecos. Hacmpoiika DNS-cepsepa. Cozoanue 6
30H nepexooay.
[TpumepHas TeMaTHKa BHEAyAUTOPHOU caMOCTOsTeNbHON paboTel pu uzyyennu MJIK.01.03
1. Hactpoiika Wi-Fi mapmpyTtuzaTtopa
2. 3yueHue ceTeBbIX yTUIUT 8
3. Kondurypupopanue cereBoro uHTEpdeiica
4. MapuipyTusauys U ynpapiIeHHE IOTOKAMU B CETAX CBSI3U
[Tpomexxyrounas arrectamus no MJIK.01.03 B popme nuddhepennmpoBanHoro 3auera 2
MJIK.01.04 OxkcnuryaTanusi aBTOMATH3HPOBAHHBIX (MH(GOPMAIMOHHBIX) CHCTEM B 3alIIMICHHOM HCIIOJHECHUH 182
Pasnea 1. PazpaboTka 3aliMIIeHHBIX ABTOMATH3MPOBAHHBIX (MHPOPMALMOHHBIX) CHCTEM 48
Tema 1.1. OcHOBEI Conepxanue 8
MH(POPMALIMOHHBIX [TonaTne aBTOMaTHU3MPOBAaHHOH (MH(POpPMAMOHHOI) cucTeMbl. OTauunTensHble uepThl AVC Hanbosee yacto
CUCTEM KaK 00BbEeKTa MCIOJIb3YEMBIX Kiaccu(uKaiuii: mo mMacimrady, B 3aBUCUMOCTH OT XapakTepa HH(OPMalMOHHBIX PECYPCOB, IO
3aIUTHI. TEXHOJIOTUH 00pabOTKH TaHHBIX, IO CIIOCO0Y AOCTYIA, B 3aBUCUMOCTH OT OpraHU3allii CHCTEMBI, 110 XapaKTepy
WCIIOIb30BaHus HHpOopManuu, 1o chepe npumeHeHus. [Ipumepsr odnacteit npumenenus AVC. Iponecce B AUC: BBOS, 4
o0paboTka, BeIBOA, 0OpaTHas cBsizb. TpeboBanms K AVIC: THOKOCTh, HAIEKHOCTD, 3D PEKTUBHOCTD, 6€30MACHOCTD.
OcHOBHBIE 0COOCHHOCTH COBpeMEHHBIX MPoeKTOB AVC. DIeKTpOHHBIN TOKYMEHTOOOOPOT.
B ToM uncie npakTuyeckux U 1a00paTOPHBIX 3aHATHHA 4
[IpakTueckoe 3anarue «PaccMoTpenne npuMepoB PyHKIIMOHUPOBAHUS aBTOMATU3UPOBAHHBIX HHPOPMAIIHOHHBIX
cucreM (ETAUC, Poccuiickast Topropasi cuctemMa, aBTOMaTH3UPOBaHHAsI HHPOPMALIMOHHAS CUCTEMa KOMITAHUHN )» 4
Tema 1.2. )Kuznennsiii Conepxanue 8
UK [Tonsitue xuznennoro mukia AVC. Ilpouecce skuznenHoro nukina AVUC: oCHOBHbIE, BCIOMOTATENIbHBIE,
aBTOMAaTHU3MPOBAHHBIX opranuzaionnsie. Cragun xxu3HeHHoro nukia AVC: MonenupoBanue, yrnpasieHlue TpeOOBaHUSIMU, aHAIN3 U
CUCTEM MPOEKTUPOBAHKE, YCTAHOBKA U CONPOBOXKAeHUE. Moienu )ku3HeHHoro nukia AVC.
3azauu U STansl IPOEKTHPOBAHUS aBTOMAaTU3UPOBAHHBIX CUCTEM B 3allUIIEHHOM UCIOJHEHUH. MeTogonorun 6
npoekTupoBanus. Opranuzaius padoT, HYHKIMH 3aKa34MKOB U Pa3padOTUYNKOB.
TpeboBanust K aBBTOMAaTU3UPOBAHHOM CHCTEME B 3aLIUIIICHHOM MCIIOJHEHUU. PabO0ThI Ha CTaqusIX U 3Tanax co3qaHus
aBTOMATHU3MPOBAHHBIX CHCTEM B 3alIUIIIEHHOM HCIOIHEHUU. TpeboBaHUs MO 3aIIMTe CBEACHHUM O CO3/1aBaeMOi
aBTOMAaTU3MPOBAHHOM CUCTEME.
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 2




[Tpaktuyeckoe 3anstue «Pa3paboTka TEXHHYECKOTO 3aJIaHMsI Ha IPOCKTUPOBAHNE aBTOMAaTU3UPOBAHHON CHCTEMBD)

Tema 1.3. Yrpo3sl Conepxanue 10
0e30macHOCTH [TorenmuansHbIe YIpo3bl 0€30MaCHOCTH B aBTOMAaTH3HMPOBAHHBIX cHcTeMax. MICTOUHUKU U 00BEKTHI BO3JIEHCTBHS yTPpo3
uHpopMaluu B 6e3onacHocTu nHpopmanuu. Kpurepun xnaccuduxanuu yrpo3. MeTo bl OLIEHKH ONACHOCTH yTpo3. baHK JaHHBIX yrpo3 4
ABTOMATU3UPOBAHHBIX Oe3omacHOCTH HH(OpMAITHH
cucTemax [TonsiTre ysi3BUMOCTH yrpo3bl. Kiaccudukanus ysa3BUMOCTEN.
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 6
ITpaktnueckoe 3ansatue «KareropupoBaHue HH(GOPMALIMOHHBIX PECYPCOB»
ITpakTnyeckoe 3aHsATHE «AHAIU3 Yrpo3 0€300aCHOCTH UHPOPMALIUN»
[Ipaktnueckoe 3anstue «IloctpoeHne Moaenu yrpos»
Tema 1.4. OcHOBHEIE Coneprxanue 4
MEpBI 3aLIUThI Opranu3anroHHbIe, IPABOBBIE, IPOrPaMMHO-AIIAPATHBIE, KPUNITOTpaduUecKre, TEXHUYECKHE MEPbI 3aIIUThI
uHpopMaluu B nH(GOpPMallMK B aBTOMATU3UPOBAHHBIX CHCTEMAX.
aBTOMATU3UPOBAHHBIX HopmartuBHo-1ipaBoBasi 06a3a 1is orpeiesieHus] Mep 3aIuThl HH()OpMaIMi B aBTOMaTH3UPOBAHHBIX HH(POPMALIMOHHBIX 4
cucreMax cUCTeMax U TpeOOBaHUM K HUM
B ToM umce npakTH4YecKuX U 1a0OpaTOPHBIX 3aHATHMA )
Tema 1.5. Conepxanue Conepxxanue 12
1 IIOPAZIOK Wnentudukanus u ayTeHTUPUKAIUSA CYOBEKTOB IOCTyNa U 00BEKTOB AOCTYTIA.
skcrnyaranun AC B VYnpasieHue 10CTynoM CyObEKTOB JIOCTyMa K 00bEKTaM JIOCTYIIA.
3allUIICHHOM OrpaHudeHue POrPAMMHOMN CPE/IbI.
MCTIOJTHCHAH 3amyta MaIIMHHEIX HOCUTENEH HHGOpMain
Perucrpanusi coObITHIA 6€30MaCHOCTH
AnTHBHpYCcHas 3amuTa. OOHapyKeHHe PU3HAKOB HAJIMYUS BPEAOHOCHOTO IPOrpaMMHOTro odecnieueHus. Peanuzanus
aHTUBUPYCHOH 3amuThl. OOHOBIICHHE 0a3 NAaHHBIX MPU3HAKOB BPEIOHOCHBIX KOMIIBIOTEPHBIX IPOTPAMM. .

O6napy>xenue (IpeIoTBpaIleHIE) BTOPKEHUH

KoHTpop (aHanu3) 3amueHHOCTH HHpOpMaIi
ObecnieveHne MeIOCTHOCTH HHPOPMAITMOHHONW CUCTEMBI i HH(POPMAITIH
ObecneueHne JOCTYITHOCTH HH(OPMAITUH

Texnomorun Bupryanuzanud. Llens coznanus. 3amaun, apxuTeKkTypa U OCHOBHbBIE (hyHKIHH. [IpenMyriecTBa ot
BHEJPEHHUS.

3ammTa TeXHUYECKUX CPE/ICTB.




3aH_[I/ITa HHq)OpMaHHOHHOﬁ CUCTCMBEI, €€ CPCACTB, CUCTCM CBA3H U NICPCAAYN JAHHBIX

PezepBHoe KOIIMPOBAHUC U BOCCTAHOBJICHUEC JaHHBIX.

COHpOBO)KIICHI/Ie ABTOMATHU3UPOBAHHBIX CUCTCM. praBHeHI/IG PUCKAMU U UHIOUACHTAMU YIIPABJICHUA 0€30I1aCHOCThIO.

B ToM umcie npakTH4ecKuX U 1a0OpaTOPHBIX 3aHATHMA

Tema 1.6. 3amura Conepxanue 2
nH(popManuu B
pACTIDEIICHHEX MexaHu3MBbl M METOJIbI 3aIIUTHI HH(OPMAIUK B PaclpeIeIeHHbIX ABTOMAaTU3UPOBAHHBIX CUCTEMAX. APXUTEKTYpa
ABTOMATH3HPOBAHHBIX MCXAaHU3MOB 3alIUThI PACTIPCACIICHHBIX ABTOMATH3UPOBAHHLIX CUCTCM. AHanus U cuHTE3 CTPYKTYPHBIX U 2
CHCTEMAX (YHKIIMOHATIBHBIX CXEM 3aIlMIIEHHBIX aBTOMaTU3UPOBAHHBIX MH()OPMAIIMOHHBIX CUCTEM.
B ToMm uncie npakTuyeckux U 1a00paTOPHBIX 3aHATHHA )
Tema 1.7. Ocobennoctu | ConepsxkaHue 4
pa3paboTku OOu1re TpeOoBaHUs MO 3aILUTE IEPCOHANBHBIX JaHHBIX. COCTaB U colepKaHNe OPraHU3aLMOHHBIX U TEXHUYECKUX MEp
MH(POPMAaLMOHHBIX IO 3aUTe UHPOPMALMOHHBIX CUCTEM MEPCOHATBHBIX JaHHbIX. [Iopsaok BeIOOpa Mep 1Mo 00ecredeHn o 6e30MacHOCTH )
CHCTEM IEPCOHANBHBIX | MEPCOHAIBHBIX TaHHBIX. TpeOoBaHus MO 3allUTE MEPCOHATBHBIX JAHHBIX, B COOTBETCTBUH C YPOBHEM 3aIIUILIEHHOCTH.
JAHHBIX
B ToM umcie npakTH4YeCKuX M 1a00paTOPHBIX 3aHIATHHA 2
[Tpaktuyeckoe 3anstue «OnpeneneHus yposHs 3aumumeHHocty MCIT/IH u BeIOop Mep 1o obecrieueHnto 6e30nacHOCTH )
NEPCOHAIBHBIX JAHHBIX»
Pasnea 2. Obecnieuenne 0e30MaCHOCTH 3HAYMMBbIX 00b€KTOB KPUTHYECKOH HH(POPMAIIMOHHOH MHPPACTPYKTYPHI. ¥ 48
Tema 2.1. OcHOBEI Conepxanue 6
obecrniedeHus O6mme TpedoBanus 3akoHonarenscTBa B chepe KUU. TlpaBoBoe perynupoBanue. [TpuHITMIBI 00ecTieUeHHS
0e30nacHOCTH 6e3onacaoctu KMU (3aKkOHHOCTB, HEMTPEPBIBHOCTD, KOMITJIEKCHOCTD, IPUOPUTET MPEJOTBPAILCHNUS KOMITBIOTEPHBIX aTaK)
3HaYMMBbIX 00BEKTOB l'ocynapcTBenHass cuctema OOHApy)KEHUS, NMPEAYNpPEXICHUS U JIMKBHIAIMK IOCIEACTBUI KOMIBIOTEPHBIX aTak Ha
KNHU nHpopmanmonnsie pecypcbl Poccuiickoii ®@enepanun (I'ocCOIIKA). CoctaB cui U CpencTB, MpeIHA3HAYCHHBIX IS
oOHapy>KeHHsI, IPeTYNPEKICHUS U JIMKBUIAIMU TTOCIEACTBUI KOMIBIOTEPHBIX aTaKk M pearnpoBaHMs Ha KOMIIbIOTEPHbIE
WHIIUJICHTbI )

HanmonaneHbpli KOOPAMHAIIMOHHBIA LEHTP MO KOMITBIOTEPHBIM HMHLUAECHTaM. Peectp 3Haummbix o0bekToB KHUMU.
[Tonmnomoums Ilpesuaenta Poccuiickoit deneparuu U opraHoB rocyaapcTBeHHOW Biactu Poccuiickoit denepanviu B
oomactu Ob KUU (IlpaBurensctBo PD, ®CBb Poccun, ®CTOK Poccum u MwuHuCTEpCcTBa CBSI3M M MacCCOBBIX
KOMMYHHUKAITUH )

[Tepeuens nHbOpMAIINHU, TIPEACTABISIEMON B TOCYIapPCTBEHHYIO CHCTEMY OOHApPYKCHHUS, IPSAYIPEIKACHHUS 1 TUKBHIAITUN
MTOCJIC/ICTBHI KOMITBIOTEPHBIX aTak Ha MH(opManmoHHbIe pecypchl Poccutickoit @enepanuu. [lopsaok mpeacTaBieHus




MH(OpPMAIIUU B TOCYIaPCTBEHHYIO CUCTEMY OOHApPYKEHUs, TPEAYIPEKICHHUS 1 TUKBUIAINHN [TOCIEICTBIUI KOMITBIOTEPHBIX
aTak Ha nHQpopMaInMoHHbIe pecypchl Poccuiickoit deneparm

l'ocynapcTBeHHBI KOHTpOJb B o0jmacTu  obecredyeHUs OE30MacHOCTH  3HAYMMBIX  OOBEKTOB  KPUTHYECKOM
nH(popManmoHHo UHPpacTpykTyphl. dopMa akTa MPOBEPKH, COCTABIAEMOTO MO UTOTraM TpoBeacHus npoBepku KUU.
OTBETCTBEHHOCTH 3a HapylleHHe TpeOOBaHUH.

VYrpo3ssl 6e3onacnoctu KUU. TpeboBanus k co3mannio cuctem 6e3omacHocT 3HaUMMbIX 00bekToB KU 1 06ecnieuennio
ux (QyHkumoHupoBanus. TpeOoBaHus K cuimam oOecriedeHHus O€30MaCHOCTHM 3HAYMMBIX OOBEKTOB KPHUTHYECKOM
WHPOPMAIIMOHHON WHPPACTPYKTYphl. TpeGoBaHWS K MPOrpaMMHBIM W TPOTPaMMHO-ANIapaTHBIM CpPEACTBaM,
MIPUMEHSIEMBIM JIJIsl 00eCTieYeHUs 0€30MaCHOCTH 3HAYMMBIX 00BEKTOB KPUTHUECKOH MH(POPMAITMOHHON HHPPACTPYKTYPHI.
TpeGoBaHus K OpraHU3aIMOHHO-PACTIOPSTUTEILHBIM TOKYMEHTaM 10 0€30MacHOCTH 3HAYMMBIX 00BEKTOB

TpeboBanust Kk GyHKIIMOHUPOBAHUIO CUCTEMBI O€30IIACHOCTHU B YaCTH OpraHU3aluu paboT 1Mo o0eceyeHno 6e30MacHOCTH
3HAYMMBIX O0BEKTOB KPUTHUECKOW MHPOPMAITMOHHON MHBPACTPYKTYPHI.

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH

[TpakTHueckoe 3aHsATHE «AHAIN3 HOPMATUBHBIX JOKYMEHTOB Jisl 00bekTOB KN »

[Tpaktuyeckoe 3anstue «Pa3paboTka monutuku 6ezonacHoctu ais oobekra KUy

NN |~

Tema 2.2. Opranuzauus
pabot mo obecneueHHIo
0€30MacHOCTH

3HAYUMOT'O 00BeKTa

KA

Conepxanue

KareropupoBanue o6vextoB KUU

Kareropun 3naunmmoctu o0BbeKTOB. Buabl kpuTepueB M HOPSAJOK OTHECEHUS OOBEKTOB K KAaTErOpPUSAM 3HAYMMOCTH.
[IpencraBnenue HHGOPMALIUU B PEECTp U BelleHHE peecTpa 3HauuMbIX 00bekToB K. ®opmbl HampaBiieHUs! CBECHUI O
pesynbpTatax kareropupoBanus o0bekToB KU, Tlopsimox m ocHOBaHMS M3MEHEHHMsI KaTeropuil 3HaunMocTH. [IpaBwiia
kareropupoBanus 0o0bekroB KMU. Paz6op monosxenwuii. [loctanoBienus

[IpaButensctBa PO No 127 «O6 ytBepknenun I[lpaBun karteropupoBanmsi o0bekToB KWW, a Takxke mokaszareneit
KputepueB 3HaunMocTi 00bekToB KU P® 1 ux 3nauenuit». Beigenenue u yuet o0bekroB KM, Onpenenenne Kputepres
3HaunMOCcTU 00hekTOB KU P® m ux 3nauenuii. Onpeaenenue kateropuu 3HaunMoctn o0bektoB KU n moaroroska
cBeleHui o kareropupoBanuu A HanpasieHus Bo ®CTOK Poccun. [lonoxenus npukaza @CTIK Poccun Ne 236 "O6
yTBEpXKACHUH (DOPMBI HAIPABIICHUS CBEJICHUH 0 pe3ysbTaTax npucBoeHust o0bekty KU oaHOM 13 KaTeropuii 3HAUNMOCTH
1100 06 OTCYTCTBUU HEOOXOJMMOCTH IIPUCBOCHHUS €My OJTHOM M3 TAKMX KaTeropuii".

TpeboBanus o odbecneueHno 6€30macHOCTH 3HAYMMBIX 00bekTOoB KU

OcHOBHBIE 337]a491 CUCTEMBI OE30MACHOCTH (IIPEIOTBPAICHIE HETIPABOMEPHOTO IOCTYIIA, & TAKIKE WHBIX HETIPABOMEPHBIX
NEUCTBUM B OTHOIICHWM TaKOW WH(GOpPMAIMU; HEIOMYIICHWE BO3JCHCTBUA HAa TEXHHYECKHE CpeacTBa 00pabOTKH
uH(pOpMANIUK; BOCCTAaHOBJICHHE (YHKIMOHHPOBAHHUS 3HAYMMOTO OOBEKTA; HEMPEPHIBHOE B3aUMOJICHCTBUE C
rocyaapcTBeHHO# cuctemoit). Bzanmopeiicteue ¢ @Ch Poccun no 6e3omacHoctu KU, Xapakrepuctuka npruka3zoB @Ch
Poccun B chepe KUU. TI'ocymapcTBeHHass cucTeMa OOHApPYKEHHs, MPEAYNPEKICHHS W JUKBUIALUU TOCIEACTBUI
KOMITHIOTEPHBIX aTak B cooTBeTcTBUM ¢ mpukazoM DCBb Poccum Ne 367 "O6 yrBepxknenun Ilepeuns mnbopmarumy,




npencrasisiemoii B 'ocCOIIKA u INopsiaka npencrasnenus uadopmanuu B ['ocCOIIKA". Ipuka3z @Cb Poccun Ne 366
"O HanumoHambHOM KOOPJIWHAIIMOHHOM IIEHTPE MO KOMIBbIOTEPHBIM HMHIMeHTaM". [lopsmok oOmeHa mHboOpmarmen o
KOMIIBIOTEPHBIX MHIMAEHTaX Mexay cyobekramu KU B coorBercTBuu ¢ npukazomM ®CBb Poccun Ne 368. PaspaboTka
periaMeHTa yrnpaBiIeHUs MHIMICHTaMU M IJJaHa PearMpoBaHUs Ha KOMIIBIOTEPHbIE MHIMICHTHI. AHAJIN3 TpeOOBaHUH K
obecrieyenuto 6e3onacHoCTH 3HaUUMBIX 00bekTOB KU B cootBetcTBUM ¢ D3 Ne 187, mpukazom @CTIK Ne 239 "O6
yTBepxkaAcHUN TpedoBanuii mo obecneuenuto 6e3onacHoctr 30 KU PD", nmpukazom ®CTIK Ne 235 "O6 yTBepKaeHUN
TpeboBanuii k co3nanuto cucrem 6ezonacHoctd 30 KU P® u obecnieuenuio ux GyHKIHOHUPOBAHUS"

Cucrema Oe3omnacHocTy 3HauuMoro oobekra KMN

CocraB Mep 10 0obecrieueHnIo 6e30MacHOCTH U MX 6a30BbIe HAOOPHI I COOTBETCTBYIOIIECH KATETOPHH 3HAUMMOT'0 00BEKTa
KWU. Yopasnenne noctynoM. OrpaHideHre MporpaMMHOM CpeIbl. 3aliuTa MalTiHHBIX HOCUTENeH nHbOpMari. AyIuT
Oe3omacHoCcTH. AHTUBUpYCHas 3ammrta. [IpemorBpaieHne BTopskeHui (kommbioTepHbix atak) (COB). ObGecnieuenue
uenoctHocth  OOecriedeHne JOCTYNMHOCTH HMHGpopManuu. 3amuTa TEXHMYECKUX CpeICTB M CUCTeM. 3aluTa

MH(POPMAIMOHHOH (aBTOMATU3UPOBAHHOM) CUCTEMBI U €€ KOMIIOHEHTOB. PearnpoBanue Ha WHIMIEHTH HH(OPMAIIHOHHON 2
0e3omacHOCTH. YTpaBlieHHe KOHPUTypanyend. YpaBiaeHue oOHOBICHUSIMH MPOrpaMMHOro odecrieueHus. [Imanupoanue
MEpOTPUATHIA TI0 o0ecrnieueHnto OezonmacHocTu. OOecreueHne ASHCTBUI B HEIITATHBIX (HETIPEABHUIICHHBIX) CUTYaIUSX.
NudopmupoBanne u oOydeHue mnepcoHana. Pa3paboTka OpraHM3AIMOHHBIX U TEXHHUYECKUX MEp MO OOCCIICUCHHIO
6e3onacHoctu 3HaunMoro oobekra KMU. Pa3paboTka paboueii (3KCIuTyaTallMOHHOM ) TOKYMEHTAIMU Ha 3HAYUMBIH 00BEKT

(B wactu obecnieyeHus ero 6ezonacHocTH). [Topsaok arrecTaruu 3Ha4uMbIXx 00bekToB K.

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 16
[IpakTueckoe 3anarue «Pa3zpaboTka periaMeHTa yrpaBieHUs HHIUACHTAMU U TJIaHA PearupoBaHuUsl HA KOMITbIOTEPHBIE )
MHIMJIEHTHI Pa3paboTka opraHu3alMOHHBIX U TEXHUYECKUX Mep M0 00ecTedeHn 0 0e30MacHOCTH 3HAYMMOT0 00bEKTay
[IpakTueckoe 3anaTue « BHeapeHue opraHn3aliiOHHBIX U TEXHUYECKUX Mep Mo obecredeHnio 0e30nacHOCTH 3HaYMMOT0 )
00BEKTa ¥ BBOJI €T0 B ICHCTBUE)

[IpakTueckoe 3anarue «ObecnedyeHrne 6€30MacHOCTH 3HAUUMOI0 00BEKTa B XO/I€ €r0 IKCILUTyaTal[|Iy. o)
[TpakTuyeckoe 3ansaTue « PopmynrpoBka TpeOOBaHUN K 00ECIIEYSHNIO OE30MTaCHOCTH B XO€ CO3/1aHus, SKCIUTyaTallud 1

BBIBOJIa U3 HKCILTyaTalluy 3HAYMMbBIX OOBEKTOBY 2
[Tpaktuyeckoe 3anatue «Pa3paboTka TpeOoBaHMI K OpPraHM3AIMOHHBIM U TEXHMYECKHUM MepaM, NPUHUMAEMbIM IS )
oOecrnieueHus: 0€30MacHOCTH 3HAUUMbIX 00BEKTOBY

[IpakTueckoe 3anatue «Pa3zpaboTka TEXHUYECKOTO 3aJaHMs HAa CO3JaHHE CHCTEMbI 0€30MacHOCTH 3HAYMMOTO O0BEKTa )
KWy

[IpakTnueckoe 3aHsTHEe «Pa3zpaboTka mnporpaMMbl W METOAMKH HWCIBITAHUNA CPEACTB 3alUThl HHQOpPMAIMK Ha )

COOTBETCTBHE TPEOOBAHUSIM MO OE€30IACHOCTHY




[Tpaktuueckoe 3anstue «Pa3paboTka Mogenu yrpo3 6e3onacHocTH uHGopMmarmu 3HauuMoro oowsexra KUIN» 2
[Tpaktuueckoe 3anstue «IIpoBeneHus ananmsa 3amuIeHHOCTH 3HauuMoro oosekta KM Ha cooTBeTcTBHE TpeOOBaHUIM 4
1o o0ecrieueHnI0 0€30MacCHOCTHY
Tema 2.3. O6ecneuenune | ConepkaHue 8
OecriepeboitHOIM Paccmotpenne monoxenmii I[lpukaza ®CTOK Poccum Ne 239 or 25.12.2017 «O6 yrtBepxknenun TpeGoBanuii mo
IKCIUTyaTaIluu oOecnieuennro OeszomacHoct 30 KUU Pd». OOecneuenne Oe3omacHocTH 3HAUYMMBIX 00BekToB KMU B Xome wux
3HaYMMBbIX 00BEKTOB SKCIUTyaTalum, odecneuenue 0e3onacHocTu 3HauuMbIX 00bekToB KMU nipu BeIBOe MX U3 3Kkcmutyaranun. [loakmouenne
K11 o0bekToB KU x I'ocCOIIKA. Bunbr nmoakmtoueHuit 00bektoB kK ['ocCOIIKA. MHpopMupoBaHue 0 KOMITBIOTEPHBIX
MHIMJIEHTaX (eAepaibHOTO OpraHa HCIOJHUTENPHOW BIIACTH, YHOJIHOMOYEHHOTO B o0jacTh  obecrieueHus
GYHKIIMOHUPOBAHUSI TOCYJAPCTBEHHOM CHUCTEMBbl OOHApy)K€HUS, MNPEAYNPEKICHUS W JTUKBUIAIMHU IOCIEIACTBHMA 4
KOMIIBIOTEPHBIX aTak Ha uHpopManoHHble pecypchl Poccuiickoit @enepanun. BzaumoneiictBue ¢ ['ocCOIIKA.
Bapuantsl moakmimtouenus: 3HaunMoro oowsekra KU k rocynmapcTBeHHOW cucTeMe OOHapyXeHUs, MPEAYNPeKACHUS U
JUKBUJAIMU TIOCIEACTBUN KOMIbIOTEpHBIX aTak. CamoctositenbHoe mnoakiatoueHne k HKIKM.  Hcnonb3oBanue
CTaHJIaPTHBIX MPOTOKOJIOB U HHTEP(ENCOB CBA3M AN Nepenadr HHPopMaluu o coObITusiX. PaccMoTpeHe mpoToKoiIO0B U
uHTepdeiicoB. BzaummoneiictBue 3naumMoro ob6wvekta KHWUM ¢ rocymapcTBeHHOW —cucTeMoi  OOHapy>KeHus,
MpeyNpexACHUs] U TUKBUIAILMH MTOCJIEICTBUI KOMIbIOTEPHBIX aTaK
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 4
[Tpaktuueckoe 3anstue «Padora ¢ [TAK mns moaxmrouenust k 'ocCOITKA . ». 4
Tema 2.4. Kontponb 3a | Coneprkanue 6
obecrieueHrEM Pernament ayaura nHpopmaoHHoi 6e3onacnoctu. Paccmorpenue nonoxxenuit 'OCT P UICO/M3K 27007-2014
0e30MmacHOCTH «udopmanmonnas rexnonorus (MT). Meroas! 1 cpencta obecniedeHus: 6€30macHOCTH. PyKoBOACTBaA 1O ayAuTy )
3HaYMMOT0 00BbEKTa CHCTEM MEHEKMEHTa HH(POPMALMOHHOM Oe30macHOCTH». AyauT HHPOpMamoHHOM 6e3onacHocTH. [lnan meponpusTuit
K11 110 pearupoBaHMIO Ha KOMIIbIOTEPHBIE HHIIMICHTHI U MEPAMH M0 JIMKBUAALUHU OCIEACTBUIA KOMIIBIOTEPHBIX aTaK..
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 2
[TpakTnueckoe 3anstue «Pa3paboTka perimamenTa ayauta 6e3onacHocTH 00bekTa KN » 4
Pa3nen 3.9kcniiyaTanusi 3alMIEHHBIX ABTOMATH3HPOBAHHBIX CHCTEM. 60
Tema 3.1. Ocobennoctu | Coneprxkanue 8
HKCIUTyaTaIluH Ananu3 nHpopMaMOHHON HH(PACTPYKTYpPhl aBTOMAaTH3UPOBAHHOM CUCTEMBI U €€ 0€30MacCHOCTH.
aBTOMAaTHU3UPOBAHHBIX
CHCTEM B 3ammesHom | METO/Ibl MOHUTOPHHTA U ay/UTa, BBISBICHHS YIPO3 HHPOPMALMOHHOH 6€3011aCHOCTH aBTOMATH3HPOBAHHBIX CHCTEM. 6
HCIIOJTHEH . Copep:xaHue ¥ TOPSAIOK BBITOJHEHUS paloT M0 3aIIuTe HHPOPMAIUHU PU MOJEPHHU3AIMH aBTOMATHU3UPOBAHHOMN
CHCTEMBI B 3aIIUIICHHOM UCIIOJHEHUU
B ToM uncie npakTHuyeckux U 1a00paTOPHBIX 3aHATHHA 2




[TpakTuyeckoe 3ausaTHe «OyenKa 3auWUUeHHOCMU A8MOMAMUIUPOBAHHOU CUCTIEMbI» * 2
Tema 3.2. Coneprxanue 2
AJIMAHHCTPUPOBAHKE 3agaun ¥ GyHKIIUN aAMUHUCTPUPOBAHUS aBTOMATH3UPOBAHHBIX CUCTEM. ABTOMATH3AIUs YIIPABJICHHS CETHIO.
aBTOMaTU3UPOBAHHBIX Opranuzanust aAIMUHUCTPUPOBAHUS aBTOMAaTH3UPOBAHHBIX CUCTEM. AJIMUHUCTPATHBHBIHN IepcoHal 1 padoTa ¢
CUCTCM M0JIb30BaTEISIMU. YIIpaBjIeHNUEe, TECTUPOBAHHUE U HKCIUTyaTallsl aBTOMAaTU3UPOBAHHBIX CUCTEM. MeTo/1bl, CIOCOOBI U z

CpeacTBa 00eCTeueHus] 0TKa30yCTOMUYNBOCTH aBTOMATH3UPOBAHHBIX CUCTEM.

B ToM umcie npakTH4ecKuX U 1a0OpaTOPHBIX 3aHATHMA -
Tema 3.3. [learensHocts | Comepxanue 2
IepcoHaJIa Mo
SKCTLTyaTAIHHI ConeprxaHue U MOPSAIOK IEATEIbHOCTH MTEPCOHAJIA MO SKCIUTYaTallUy 3alMILIEHHBIX ABTOMaTU3UPOBAHHBIX CHCTEM H
ABTOMATH3MPOBAHHBIX nojicucTeM 0e30MacHOCTA aBTOMATU3UPOBAaHHBIX cucTeM. O01ue 00sS3aHHOCTH aIMUHUCTPATOpa HHPOPMAITMOHHON 24
(MH(bOPMAITHOHHEIX) 0€30MacHOCTH aBTOMAaTHU3UPOBAHHBIX CUCTEM.
CHCTCM B 3AIMIICHHOM | B 1oM ypciie NPakTHYECKHMX U JTa00PAaTOPHBIX 3aHATHHI )
WCIIOJTHEHUH
Tema 3.4. 3ammra ot Coneprxanue 6
HECaHKIMOHUPOBAHHOTO | OcHoBHBIe puHIHIBI 3aUThl 0T HC/I. OcHoBHBIE crtoco6st HC/. OcHOBHBIE HanpaBiIeHUS 00ECTICYCHHS 3aIIUTHI OT
noctyna k uHpopmaruu | HCJI. OcHOBHBIE XapaKTEPUCTHKHU TeXHUYECKHX cpeacTB 3amuthl oT HCJI. Opranusanus pabor o 3amute ot HC/I.

Knaccudukanus aBTomMmaTu3npoBanHbIX cucteM. TpeboBanust no 3amute nHpopmarmu ot HCJL s AC

TpeboBanus 3anumieHnHoctd CBT ot HC/I x nuadopmaruun

TpeboBanus k cpencTBaM 3alIUThI, 0OecreunBalouM O6e3onacHoe B3anmoaericteue cereit 9BM, AC nocpenctsom

YIpaBJIeHUS] MEKCETEBBIMU MMOTOKaMHU MHGOpPMAINK, U peali30BaHHBIX B Buae MO

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH -
Tema 3.5. Cuctembl Conepxanue 26
3aIUThl HH(OPMALIUN Ha3nauenue 1 OCHOBHbBIE BO3MOXHOCTH CUCTEMbI 3aIIUTHl OT HECAHKIIMOHUPOBAHHOTO IOCTYyMa. APXUTEKTypa U
(C31) ot cpenctBa yrpasiaeHus. OO0mue npuHIUIB yrpasieHus. OCHOBHbIC MEXaHU3MbI 3aIIUTHI. Y TIPABJICHUE YCTPOUCTBAMH.
HECaHKIMOHUPOBaHHOTO | KoHTposk anmapaTHOM KOH(GUTrypaIy KoMibioTepa. M30upaTenbHoe pasrpaHiueHue TOCTYIA K yCTPOMCTBAM.
nocryna (HCJI) VipaBiieHue JOCTYIIOM M KOHTPOJIb TIeYaTH KOH(QHUICHIIMATbHON nHdopMmariu. [IpaBuia paboTs ¢

KOH(HIESHIIMATBHBIMU pecypcamu. HacTpoiika MexaHn3Ma MOJTHOMOYHOTO YIpaBieHus qoctynom. Hacrpoiika 10

perHcTpay COOBITHI. YTIpaBIIeHHE PEXKUMOM ITOTOKOB. YTIPAaBICHUE PEKUMOM KOHTPOJISA IIeYaT! KOH(HICHINAIBHBIX
JOKYMEHTOB. YTpaBieHue rpudamMmu KOHPHICHIIHATIbHOCTH.

ObecneueHne 1EIOCTHOCTH HHPOPMALIMOHHON CUCTEMBI M MH(OpPMALIUU

[lenTpanu3oBaHHOE YIPaBIECHUE CUCTEMOM 3aIlUThl, OTIEPATUBHBIM MOHUTOPHHT U ayUT 0€300aCHOCTH




B ToM uncie npakTuyeckux U Ja00paTOPHBIX 3aHATHH

[
(o)}

[IpakTrueckoe 3anstue «YcraHoBka u HacTpoiika C3U1 ot HCJI»

[TpakTnueckoe 3aHATHE «3aluTa BXOJa B cUCTeMY (MACHTH(UKAIUS U Ay TCHTH(PHUKAIUS TOJIb30BaTENICH )»

[IpakTnueckoe 3ansaTue «Pa3rpaHnyeHue 10CTyna K yCTpoucTBaM»

[IpakTHueckoe 3aHsATHE «YTIPABICHUE JOCTYIIOM»

[TpakTnueckoe 3anatue «lcnonb3oBaHue NPUHTEPOB JJIs MeUaTd KOHPUACHIUATbHBIX T0KyMeHTOB. KOHTpOJIb meyaTuy

[IpakTrnueckoe 3ansTue «HacTtpolika cucTeMsl ISl 3aa4 ayJIUTa

[Ipaktrueckoe 3ansatue «HacTpolika KOHTPOJIS LEJOCTHOCTH M 3aMKHYTOM IIPOrPAMMHOM CpeibD»

[Mpaktrueckoe 3ansTre «lleHTpann30BaHHOE YIIPaBICHHE CHCTEMOM 3aIl[UThI, OTIEPATHBHBI MOHUTOPHHT M ayIUT
0€30IaCHOCTU

Tema 3.6. DkcrmyaTauus
CPEICTB 3alIUThI
nH(popManuu B
KOMHBIOTepHBIX CCTAX

Conepxanue

0 (NS 2 ST (O I O I \O T \O I \S I \S)

HOPHHOK YCTAaHOBKH M BBOJA B OKCILTYATAIUIO CPCACTB 3alINUThI I/IH(bOpMaL[I/II/I B KOMIIBOTCPHBIX CCTAIAX.

[TpuHIUIIBI OCHOBHBIX METO/I0B OPraHU3alMy U MPOBEJECHUS TEXHUUECKOTO 00CTyKMBAHUS BEIYUCIUTEIbHON TEXHUKH U
APYTUX TEXHUYECKUX CPEJICTB MH(OpMaTH3AIUU

ILI/IaFHOCTI/IKa KOMIIOHEHTOB CUCTEM 3alllUThI I/IH(I)OpMaLII/II/I ABTOMATHU3UPOBAHHBIX CUCTCM, YCTPAHCHUC OTKA30B U
BOCCTaHOBJICHHE PAO0OTOCTIOCOOHOCTH aBTOMATU3WPOBAHHBIX (MH(G)OPMAITMOHHBIX) CHCTEM B 3aITUIIICHHOM MCTIOJHEHUHN

Hacrpolika u ycTpaHeHre HeHCIIPAaBHOCTH MPOTPAaMMHO-aNIapaTHBIX CPECTB 3aLIUTh UH()OPMAIMK B KOMITBIOTEPHBIX
CEeTsAX 10 3aJaHHBIM ITpaBUJIaM

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH

ITpakTryeckoe 3aHiATHE «YCTpaHEHUE OTKA30B M BOCCTAHOBICHHE PA0OOTOCIIOCOOHOCTH KOMIIOHEHTOB CUCTEM 3aLLUThI
uHpOpMAIMU aBTOMATU3UPOBAHHBIX CUCTEM»

Tema 3.7.
JloxymeHTanus Ha
3alIUIIAEMYIO
ABTOMATU3UPOBAHHYO
CUCTEMY

Conepxanue

OCHOBHBIE 3KCIUTyaTallMOHHBIC JOKYMEHTHI 3aIIUIIICHHBIX aBTOMaTH3UPOBAHHBIX CUCTeM. Pa3paboTka u BeeHue
AKCIUTYaTaIlMOHHOM TOKYMEHTAIIUH 3aIMIIEHHBIX aBTOMAaTU3WPOBAHHBIX CUCTEM. AKT BBOJIa B OKCIUTyaTalllio Ha
aBTOMATU3UPOBAHHYIO cUCTeMY. TeXHHUECKUI MacnopT Ha 3alIUIIAEMYIO0 aBTOMATU3UPOBAHHYIO CUCTEMY.

B ToM uncie npakTHYecKuxX 3aHATUH U T1a00paTOPHBIX PaboT

[TpakTHdeckoe 3aHATHE « AYOUMOPCKAs UCCAe008aMeNbCKAS NPOBEPKA NO Memoouke Komnanuu «Mugocogpmy. *

[Tpaktuyeckoe 3ansaTue «OdopmiIeHHEe OCHOBHBIX SKCILTyaTallMOHHBIX JOKYMEHTOB HAa aBTOMAaTU3UPOBAHHYIO CUCTEMY.

[\




[TpumepHas TeMaTHKa caMOCTOSTeNbHON paboTh! ipu n3yyennu MJIK.01.04

1. PazpaboTka KOHIIETIITUYN 3aIIATHI, aBTOMATH3UPOBAaHHON (MH(POPMAIIMOHHOM) CUCTEMBI

2. Ananu3 6aHKa JaHHBIX yIpo3 0€30MacHOCTH HH(OPMAIH

4. TlocTpoeHHe CBOTHON MaTPHIIHl YTPO3 aBTOMATH3UPOBAHHON (MH(POPMAIIMOHHOM) CHCTEMBI
5. AHanu3 NOMUTUK 6€30MaCHOCTH MHPOPMALIMOHHOTO 00BEKTa

6. 3yueHne aHamuTHYECKUX 0030pOB B 00JIACTH MTOCTPOEHHUS CHCTEM 0€301MacHOCTH 8
7. AHanu3 IporpaMMHOro oOecriedeHrs: B 00JIaCTH ONpeAeTICHUs PUCKOB HH(POPMAITMOHHOM OE30MTaCHOCTH U MPOEKTUPOBAHUS 0€301TaCHOCTH
nHpopmarun
8. Monumopune pabomul cucmem ynpasienus KHUH. *
Kouncyabranuu 6
IIpomeskyTounas arrectauus B ¢popme s3x3amena no MJIK.01.04 12
M/IK.01.05. DxcniryaTanusi KOMIBIOTEPHBIX ceTeil 136
Paznen 1. OcHOBBI epeaym JAHHBIX B KOMIIBIOTEPHBIX CETAX 30
Tema 1.1. Coaeprxkanue 4
Monenu cereBoro Mognens OSI. Yposuu monenu OSI. Bzaumogeiictsue Mexny ypoBHsAMH. MHKancysus nanHeix. Onucannue ypoBHER
B3aMMOJICHCTBHUS mopenu OSI. 2
Mopens u crek npotokosioB TCP/IP. Onucanne yposueid mogenu TCP/IP.
B ToM uncre npakTH4ecKuX 3aHATHN U Ja0OPaTOPHBIX padboT )
[Tpaktuyeckoe 3austue «M3ydeHue 31eMEHTOB KaOEIbHOW CHCTEMBDY.
Tema 1.2. Conepxanue 4
du3nvecKkuil ypoBeHb [TonsiTre nuHuK U KaHaua cBsi3u. CurHaibl. OCHOBHBIE XapAaKTEPUCTUKHU KaHAJIA CBS3H.
nepeaaiu MTaHHbIX Meroasl COBMECTHOTO UCIIOJIB30BAHUsS CPE/Ibl IIepeadn KaHaua CBsi3u. MyJIbTUIUIEKCUPOBAHUE U METOIbI
MHOKECTBEHHOI'O IOCTYyIIa.
OnTOBOJOKOHHBIE JTMHUH CBS3U 2
CranmapTsl Kabesieid. DeKTpudecKasi MpOBOIKA.
becnpoBoanas cpena nepenayu.
B ToM uncie npakTH4ecKuX M 1a00paTOPHBIX 3aHIATHHA 2
[Tpaktuueckoe 3anstue «CoznaHue ceTeBoro kaldens Ha OCHOBE HedKpaHupoBaHHOM BuToil napsl (UTP)»
Tema 1.3. Conepxanue 6
Tononorus [Tousatue Tononoruu cetu. CereBoe 060pynoBaHue B TOnojaoruu. O630p ceTeBbIX TOMOJIOTHH. 2
KOMIIBIOTEPHBIX CETEN B ToM YmncCIie IPaKTUYECKHUX U TA00PATOPHBIX 3aHATHI 4




IIpaktnueckoe 3ansatue «lloctpoeHne 0OJTHOPAHTOBOM CETU»

[IpakTnueckoe 3ansatue «Co3gaHne KOMMYTUPYEMOM CETH)

NS 2 \S]

Tema 1.4. Coneprxanue

Texnomoruu Ethernet Texnomorust Ethernet. ®u3nyeckuii ypoBeHb.

Texnonorus Ethernet. KanansHbiil ypoBeHb

TexHonorust nocTpoeHus (MOAESTUPOBAHNS) JIOKAJIbHBIX CETEH.

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH

[TpakTryeckoe 3aHsTHE B opMe MpaKTUUeCKol NoAroToBku M3yuenue aapecanuu kanaabHoro ypoBHs. MAC-aapeca.

Tema 1.5. Texnonoruu Conepxanue

KOMMYTallUH Anroputm npo3payHoro Mocta. Merozsl kommyTtanuu. TexHosnornu kommyTtanuu u mogens OSIL.

KoHcTpykTHBHOE HCTIOTHEHHE KOMMYTAaTOpoB. duU3ndeckoe CTeKMpoBaHWE KOMMYTaTopoB. [Iporpammuoe obecrieueHue
KOMMYTaTOpPOB.

OO0mre MPUHIMIIBI CETEBOTO Au3aifHa. TpexypoBHEBas HepapXxudeckas MOJIeTb CETH.

Texnonorus PoweroverEthernet (PoE).

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH

[TpakTueckoe 3anaTue «Pa3paboTka TONMOJOTU CETH HEOOIBIIOTO MPENPUSITHS)

Tema 1.6. CereBoit Conepxanue

npotokona [Pv4 CereBoii ypoBeHb. [Iporokon IP Bepcuu 4. O6mue GyHKImu KiaccoBoit u 6eckiraccoBoi aapecaruu. [yl anpecos.

Mapupytuzanus nakeros IPv4. IIpoTokosibl TMHaAMUYECKONH MapLIpyTU3aLUH.

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH

[Tpaktuueckoe 3anstue «M3yuenune IP-anpecanun u macku. @opmuposanue noocemeiiy.*

Tema 1.7. CkopoctHele u | Conepkanue

OecrpoBoHBIC COTH Cetb FDDI. Cetp 100VG-AnyLAN
CBepXBBICOKOCKOPOCTHBIE CETU
becnipoBoanble ceTu

N RN D |

B ToM umcie npakTH4YecKuX M 1a00paTOPHBIX 3aHIATHHA

[TpakTuyeckoe 3ansaTue «HacTpoiika 6eCipoBOAHOTO CETEBOI0 000PYIOBAHUS

Paznen 2. TexH0JI0ruM KOMMYTAIMU M MapIIPyTU3alluu coBpeMeHHbIX ceTeii Ethernet

Tema 2.1. Coneprxanue

OCHOBBI KOMMYTaIIH OYHKITMOHUPOBAHUE KOMMYTATOPOB JIOKATBHOU CETH. APXUTEKTypa KOMMYTaTOpOB. Tumbel uHTEpdEiicoB
KOMMYTaTOpPOB.
YnpasieHue NOTOKOM B MONYAYIJIEKCHOM U AYTIJICKCHOM PEXKHMaX.




XapaKTepUCTUKH, BIUAIONINE HAa TPOU3BOAUTEIBHOCTE KOMMYTaTOpoB. O030p (PyHKIMOHATBHBIX BO3MOKHOCTEH
KOMMYTaTOPOB

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 2
[TpakTnueckoe 3anatue «PaboTa ¢ OCHOBHBIMH KOMaHAaMH KOMMYTaTOpay.
Tema 2.2. Coneprxanue 8
Hauanenas Hactpoiika CpenctBa ynpaiieHusi KomMmyTaTopamu. [loakmrouenne Kk KOHCOIM HHTepdeiica KOMaHIHOW CTPOKM KOMMYTAaTopa.
KOMMYyTaTopa [Tonkmouenue Kk Web-unrepdeiicy ynpasieHUs KOMMYTaTopa. 4
Havanpnas koHurypamus kommyTtaTopa. 3arpy3ka HOBOro MporpaMMHOT0O OOecrieueHusl Ha KOMMYTaTop. 3arpys3ka u
pe3epBHOE KOMMPOBaHUE KOHPUTYpaIlMd KOMMYTATopa.
B TOM 4ncie NpakTU4ECKUX 3aHATHH 4
[IpakTnueckoe 3anatue «OCHOBHbIE KOMaH/IbI U1l KOH(MUTYpAIITH KOMMYTaTOpay.
[TpakTuueckoe 3anstue «Komanas! yrnpasiaeHus Tadauiamu kommytarun MAC- u IP- 2
anpecoB, ARP-tabmuipl. Komanel 00HOBIIEHUS TPOrPaMMHOTO 00€CIICUeHUsI KOMMYTaTopa 1 2
COXPaHEHHsI/BOCCTAHOBIICHUSI KOH(MUTYPAIIMOHHBIX (DaisIOBY.
Tema 2.3. Coneprxanue 8
Buptyanbubie Tunst VLAN. VLAN nHa ocHoBe noptoB. VLAN Ha ocHoBe ctangapta [EEE 802.1Q. Cratuyeckue u JuHaMU4ECKHUE
JIOKAJIbHBIE CETH VLAN. Ilporokon GVRP. 2
(VLAN) Q-in-Q VLAN. VLAN na ocHoBe 1iopToB 1 npoTokoiioB — cranaapt IEEE 802.1v. ®yukuus TrafficSegmentation
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 6
IIpakTnueckoe 3ansatue «Hacrpoiika VLAN Ha ocHoBe crangapra IEEE 802.10Q» 2
[Tpaktuueckoe 3anstue «Hactpoiika mpotokosa GVRP. Hactpoiika cermenTanuu tpadguka 6e3 ucrnonb3oBanust VLAN 2
[Tpaktuueckoe 3anstue «Hactpoiika pynkimu Q-in-Q (Double VLAN)». 2
Tema 2.4. Conepxanue 6
@DYHKIMH [TOBBILIEHUS [Tpotokon Spanning Tree Protocol (STP). Ysa3sumoctu npotokoina STP.
HaZIeKHOCTH U Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol. 2
[PON3BOUTCIILHOCTI JlononHuTeNbHBIE QYHKINK 3aIIUTHI OT NeTeNlb. ATPErnpoBaHne KaHAJIOB CBA3HM.
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 4
[IpakTnueckoe 3anstue «Hactpoiika mpoTokoisioB cBssytoiero aepesa STP, RSTP, MSTP». 5
[Tpaktuueckoe 3ansatue «HacTpoiika GyHKIMH 3anUThl OT 00pa3zoBanus nerenb LoopBackDetection. ArperupoBanue 9
KaHaJIOBY.
Tema 2.5. Coneprxanue 10




Anpecanus ceTeBoro
YPOBHS U
MapIIpyTU3aLHASL

[Tporoxoin [Pv6. ®opmupoBanue uaeHTudukaTopa HHTEpdeEiica.
Cnioco6s1 koHpuryparuu [Pvb-aapeca.

ITnanuposanue noacereit IPv6. IIporokon NDP.

[TonsiTe MapupyTu3anuu. JJMCTaHIMOHHO-BEKTOPHBIEC IPOTOKOJIBI MapupyTusanuu. IIporokon RIP.

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH

[IpakTueckoe 3anatue «OCHOBHBIE KOH(MUTYpalK MapiipyTuzaTopa. Pacumpennsie koHpUrypanum
MapHIpyTU3aTOPay.

[TpakTuueckoe 3anstue «Padora ¢ mporokosom CDP. Pabota ¢ mporokonom TELNET. Pa6ora ¢ mporokomom TFTP.
Pab6ota ¢ nporokosiom RIP. Pabora ¢ mpotokosom OSPFy.

[Tpaktuueckoe 3anstue «Kondurypuposanue pynkuuu mapupytuzatopa NAT/PAT. Kondurypupoanue PPP u
CHAP».

Tema 2.6.
KauectBo
obcmyxxuBanus (QoS)

Conepxanue

Mogenu QoS. IIpnopuresanus makeroB. Knaccudukanus naketoB. MapKkUpoBKa IMaKEeTOB.

VYnpasieHue neperpy3kaMyu 1 MEXaHU3MbI 00CTYKHBaHUs ouepeaei. MexaHn3M MpeaoTBPaIeHUS IEPErpy30K.
KonTposib nosiockl nponyckanus. [Tpumep Hactporiku QoS.

B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH

ITpaktnueckoe 3anstue «Hactpoiika QoS. [Ipuopuruzanus tpaduka. YnpaBieHHe MOJTOCON TPOITYCKAHMS

Tema 2.7.

DYyHKIIUN 00ECTICUCHHS
0€30I1aCHOCTH U
OTpaHUYEHUS JIOCTYIIA K
cetn

Conepxanue

Cnucku ynpasnenus goctynom (ACL). @yHKIMH KOHTPOIIS HaJl MOAKIIOYEHUEM Y3JI0B K TOPTaM KOMMYTAaTopa.

Aytentudukanus nonp3oateneit 802.1x. 802.1x Guest VLAN. ®yukrun 3amutsl LITY komMyTaTopa.

B ToM umcie npakTH4YeCcKuX M 1a00paTOPHBIX 3aHIATHHA

[Tpaktuyeckoe 3anstue «Crnucku ynpasineHus goctynoM (AccessControlList)»

[TpakTrueckoe 3ansTHe «KOHTPOJIH HAJ MOJIKIIOYEHUEM Y3JI0B K mopTaM kommyTaTopa. @ynkius PortSecurity.
KoHTposb HaJ MOAKIIIOYEHHEM Y3J10B K mopTaMm kommyTtaTopa. @ynkims IP-MAC-Port Binding»

NN £ 0N (N

Tema 2.8.
MHoroaapecHas
pacchuika

Conepxanue

Anpecanus MHoroasipecHoi [P-pacceuiku. MAC-aapeca rpynnoBoi pacChbUIKH.

[Toanucka u 06CTyKUBaHKE TPYII. YTIpaBiIeHHUE MHOTOQAPECHOM pacchuIkoi Ha 2-M ypoBHE Moaenu OSI (IGMP
Snooping). ®yukimst IGMP FastLeave.

N

B ToM umcie npakTH4eCKuX M 1a00paTOPHBIX 3aHIATHHA

[TpakTrueckoe 3ansTue «OTCIeKMBaHUE TpadrKka MHOTOAIPECHOM PACCHUIKIY.

[Tpaktuyeckoe 3anstue «OrcnexuBanue Tpapuka Multicasty

Tema 2.9.

Conepxanue

NN N |~




QyHKINU yIPABICHUA

VYnpasieHue MHOXECTBOM KOMMYTaTopoB. IIpoTokon SNMP.

KOMMYTaTOpaMu RMON (Remote Monitoring). ®yuxims Port Mirroring. 2
B ToM umcie npakTHYecKuX M 1a00paTOPHBIX 3aHIATHHA 4
[Tpaktuyeckoe 3ausTue «PyHKIMK aHATIN3a CETEBOTO TpadhUKay. 2
[IpakTnueckoe 3ansatue «Hactpolika mpoTokosia ynpasieHus: Tononorueit cetu LLDPy. 2
Pasnen 3. MexceTeBble IKPaHbI 30
Tema 3.1. Conepxanue 2
OCHOBHbIE MPUHIIMITBI Knaccudukanus cereBrix atak. Tpuana 6e3omacuoit UT-undpacTpyKTyphi.
CO3/IaHUA HAIGKHOH M [ y1papenne koHQUIypauusiMy. YIpaBieH e HHIHACHTaMU. VCIIONb30BaHNe TPeTbeil J0BEPEHHO CTOPOHI. 2
Gesonacnoit UT- Kpunrorpapudeckne MeXaHM3MbI G€30IIaCHOCTH.
HHQPACTPYKTYpbI B ToM umcie npakTH4YecKuX U 1a0OpaTOPHBIX 3aHATHMA
Tewma 3.2. Coneprxanue 8
Me:xceTeBble DKpaHBbI TexHosornu MexcereBbix 3kpaHoB. [lonuTrka MexceTeBoro skpaHa. MexcereBble IKpaHbl C BO3MOXKHOCTAMUA NAT. 4
Tonosorust ceTw Npu UCIOJIb30BAHUN MEKCETEBBIX SKpaHOB. [llaHNMpOBaHNE U BHEIPEHUE MEKCETEBOT0 HKpaHa.
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 4
[TpakTryeckoe 3aHsATHE «YCmanosKa u nepsuyHas HACMpoUuKa mexiccemeso2o sxKkpana (pfSence). OCHOBBI )
aIMUHUCTPUPOBAHMS MEXKCETEBOr0 3kpaHa. COeIMHEHHUE IBYX JIOKAJIIBHBIX CETEN MEXKCETeBbIMM 3KpaHamu. Co3naHue
MIOJIUTUKH 0€3 MPOBEPKU COCTOSTHUSI»
[IpakTrueckoe 3ansTue «Co3nanne MOJIMTHK I TpaauiinoHHoro (uiau ucxozsmiero) NAT. Co3nanue MONMUTHK IS )
naByHanpasieHHOro (Two-Way) NAT, ucnoas3yst Metof pinholingy
Tema 3.3. Conepxanue 6
Cucremsl oOHapyxkeHus | OcHoBHOe HasHaueHue IDPS. Crioco6st knaccudukarmu IDPS. Boibop IDPS. JlononHuTeIbHBIE HHCTPYMEHTAIBHBIC
Y IPEAOTBPALLECHUS CpEJICTBa. 4
NPOHMKHOBEHHUI TpeboBanus oprannzanuu kK pynkuunonuposanuio IDPS. Bo3moxxnoctu IDPS. PazsepteiBanue IDPS. CusnbHble CTOPOHBI
U orpaHnyeHHocTh IDPS.
B ToM uncie npakTuyeckux M Ja00paTOPHBIX 3aHATHH 2
[Tpaktuueckoe 3ansTue «OOHApYKEHUE U MPEIOTBPAIICHUE BTOPKEHUI.
Tema 3.4. Conepxanue 4
ITpuopurusanus Co3paHue anpTepHATUBHBIX MApIIPYTOB JOCTyIA B MHTEpHET. [Ipruopurtuzamus tpaduka. 2
TpavKa U Co31aHue B ToM uncie npakTuyeckux U J1a00paTOPHBIX 3aHATUI 2




aIbTePHATHUBHBIX
MapuIpyToB

IIpakTnueckoe 3anarue «Co3naHnue albTEPHATUBHBIX MAPLIPYTOB C UCIOJIb30BAHUEM CTATUYECKON MapIIpyTU3AL»

Tema 3.5.

Tynuenuposanue™.

Conepxanue

Ocnosvl mynuenuposanusi (VPN). Hacmotika VPN. Mexanuzmvi myHHenupo8anus ucnonv3ys npomokoast PPtP,
L2TP/IPsec, OpenVPN.

B ToM umcie npakTH4ecKuX B JaOOpaTOPHBIX 3aHATHH

NN BN

[Tpaktuueckoe 3anarue «Hacmpotixa VPN meoncoy osyms cemamu ¢ nomowp L2TP/IpSecy

Tewma 3.6.
IP — menegponus™

Conepxanue

Ilpumenenue IP — meneghonuu 6 cospemennom mupe. Teopemuueckue acnekmoi IP — menegponuu. *

Ilocmpoenue cucmem IP — menegponuu. Cnocobwl nepedauu 2010co8uix naxkemos no IP — cemsam. Ycmarnosnenue
coedunenus 6 cemsx IP — menegonuu. *

Peanuzayus cyenapues IP — menegonuu. Obecneuenue kawecmsa IP — menegponuu. Ilpoyedypsr 0dpabomru u memoosl
xkoouposanus. Ilpunyunst pearuzayuu IP — meneghonuu. *

HUnghopmayuonnas 6ezonacnocmo 6 IP — cemsx meneghonuu. Buedpenue IP — meneghonuu™

B ToM uncie npakTH4ecKuX M 1a00paTOPHBIX 3aHIATHHA

[\

[TpakTuueckoe 3ansarue «M3yuenue IP — meneghonuun *

IIpomexyTounas arrectanus B popme 3x3amena no MJIK.01.05

12

Y4yeOHasi NpaKkTUKA pa3aena 2 MOXYJIs

Bunet pabot

A

[IpoBenenue ayaura 3alMIIEHHOCTH aBTOMaTU3UPOBAHHON CUCTEMBI.

VYcraHoBKa, HACTPOMKA M HKCILTyaTalUsl CETEBBIX ONEPAMOHHBIX CUCTEM.

JlnarHocTuka COCTOSIHUS MOICUCTEM 0€30MaCHOCTH, KOHTPOJIb Harpy3KH U PEKUMOB pabOThl CETEBOM ONEPaI[MOHHON CHCTEMBI.
Opranu3zanus padoT ¢ yajJeHHBIMU XpaHWIUIIAMH JaHHBIX U 0a3aMU JaHHBIX.

Opranuzanus 3alMIleHHON Iepeiaun JaHHBIX B KOMIIBIOTEPHBIX CETSX.

BrimonHeHue MOHTaka KOMITBIOTEPHBIX CETEH, OpraHu3aius U KOHGUTYPUPOBAHUE KOMITBIOTEPHBIX CETEH, YCTAHOBJICHHE U HACTPOITKa

napaMeTpoB COBPCMCHHBIX CETCBBIX IIPOTOKOJIOB.

7. OcyuiecTBICHUE AMATHOCTUKH KOMIIBIOTEPHBIX CETEH, OINpeieieHue HEUCTIPAaBHOCTEH U CO0EB MOACUCTEMBI O€30MaCHOCTH U yCTPaHEHHUE

HEHCIIPaBHOCTEH.

8. 3amoiHeHue OTYETHOM JOKYMEHTAIMH 10 TEXHUYECKOMY OOCITYKUBAHUIO M PEMOHTY KOMITBIOTEPHBIX CETCH.
9. Iouck u coop oannvix o KUU.
10. Pazpabomka ancopummos u mooenetl ons pabomot ¢ KUU.

72




11. Unmeepayua KUU 6 cywecmeyiowue cucmemsl YNpagieHus.

12. Pazpabomka pexomenoayuti no ucnoivzosanuto KU onsa onmumusayuu 6usHec-npoyeccos

13. Monumopune pabomsi cucmem ynpasnenuss KUH.

14. IIposedenue ucciedosanuii 01s onpeodenerus dgppexmusnocmu ucnoavszosanus KUU ¢ konkpemnoti ompaciu™

IIpou3BoaCTBEeHHAS MPAKTUKA

Bunst pabot:

VYyactue B ycTaHOBKE U HACTPOMKE KOMIIOHEHTOB aBTOMaTH3UPOBAHHBIX (MHPOPMAIIMOHHBIX) CUCTEM B 3alUIIIEHHOM HCIIOJIHEHUU B COOTBETCTBUU
¢ TpeOOBAHUSMU IKCILTYyaTAIIMOHHOHN TOKYMEHTALUU

OO6cmyKrUBaHUE CPENICTB 3aLUIUTHl HH(GOPMAIIUU MPUKIIATHOTO U CUCTEMHOTO IIPOrpaMMHOT0 0OecTieueHus

Hacrpoiika mporpaMMHOTro obecreueHust ¢ coOoieHHeM TpeOOBaHuil 1Mo 3amuTe nHpOopMaIuu

Hacrpoiika cpencTB aHTUBUPYCHOM 3aIIUTHI JJII KOPPEKTHON pabOThI MPOTPaMMHOTO 00€CTIeUeHHUS 110 3aIaHHBIM IT1a0JIoHAM

WHcTpyKTaXx 1mosnb30BaTeneil 0 cCoOM0AeHUN TPeOOBaHMIA 10 3a1TiuTe HHPOPMALUH MPH paboTe ¢ MPOrpaMMHBIM 00ecTIedeHuEM

Hactpoiika BcTpOeHHBIX CPECTB 3alIUThl HHPOPMAIMK IPOTPAMMHOT0 00eCrieUeHuUs

[TpoBepka (HyHKIITMOHUPOBAHUS BCTPOCHHBIX CPEACTB 3aIMTHI HH(POPMAIIUK POTPAMMHOTO 00eCTIeUeHHU S

CBoeBpeMeHHOE OOHapYKEHHE MPU3HAKOB HATMYHUS BPEIOHOCHOTO MPOTPaMMHOI0 00ecreYeHus

OO6cnyXMBaHUE CPEICTB 3AIIUTHI HHPOPMALIUU B KOMITBIOTEPHBIX CUCTEMAX M CETSIX

OO6cnmyKrMBaHUE CUCTEM 3aIllUThl HH(OpPMALK B aBTOMAaTU3UPOBAHHBIX CUCTEMAX

VYdacTre B IPOBEICHUH PETIaMEHTHBIX padoT MO HKCIUTyaTalliui CUCTEM 3alUThl HH()OPMAIIMM aBTOMAaTH3UPOBAHHBIX CUCTEM

[TpoBepka paboTOCTIOCOOHOCTH CUCTEMBI 3aIUTH HH(OPMAITUH aBTOMATU3UPOBAHHON CUCTEMBI

KoHTponb cooTBETCTBHS KOHPUTYpAIIK CUCTEMBI 3aLTUTHI HH(OPMAIIMA aBTOMAaTH3UPOBAHHOI CHCTEMBI €€ SKCILTyaTallMOHHON T0KyMEHTAIUN
KoHTposb cTaOMIBHOCTH XapaKTEPUCTHK CUCTEMBI 3aIIUTHI THPOPMAIIMN aBTOMAaTU3UPOBAHHON CHCTEMBI

Benenue TexHMUECKOM JOKYMEHTAIUH, CBS3aHHON C SKCIUTyaTalllel CUCTEM 3alUThl MH(POPMAaIIMK aBTOMAaTH3UPOBAHHBIX CUCTEM

Yyactue B paboTax no o0ecrnedeHn o 3aMThl HHPOpMAaIMK MIPHU BBIBOJE U3 SKCILTyaTallud aBTOMAaTU3UPOBAHHBIX CUCTEM

180

JK3aMeH 10 Npo¢ecCHOHATBHOMY MOAYJII0
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3. VYcnoBus peanuzanuu paboueld mporpammbl MPOPECCHOHAIBHOTO
MOMYJIs

3.1. Inst peanu3anuu nporpaMmbl IpophecCHOHATHLHOTO MO IS

IPEIyCMOTPEHBI CIIEAYIONINE CIeIHATbHBIE TOMEIICHUS:

Peanu3anus nporpaMmsl IpenoiaracT HajJuuue:
JlaGopatopus nH(HOPMALMOHHBIX TEXHOJIOTHH,
JIaGopaTopus mporpaMMHUpOBaHus U 0a3 JaHHBIX;
JIaGopaTopus ceTeli u cucTeM nepenayu HHPopMaIuu;
JIaGopaTopus MporpaMMHBIX U POTPAMMHO-ANNAPATHBIX CPECTB 3aIUTHI
uHbOpMaIuu.

3.2. UudopmanmonHoe obecriedeHre peain3aiuy IporpaMMel

OcHOBHBIC TI€YaTHBIEC U QJICKTPOHHBIC U3J1aHHA

1. KoctpoB, b.B. Cetu u cucrtemsl nepeaaud uHboOpManuu : y4eOHHMK s
CTYJIEHTOB YUYpEXJCHUN cpeaHero mnpodecCHoHaTbHOrOo 00pa3oBaHMs MO
CIEUaTbHOCTH "OGecnieueHue uH(OPMAITMOHHOU 0e30macHOCTU
aBroMaru3upoBanHbix cucrem" / b.B. Koctpos, B.H. Pyukun .— 2-e wusn.,
nepepad. u gomn. .— Mocksa : Akagemus, 2019 .— 288 c. + Tupax 1500 sk3. —
(ITpodeccuonansuoe oobpazoBanue) . — ISBN 978-5-4468-7764-5

2. Kpauenko B., 3unoBseB II., Cemotun W. DOkcmmyaramnus
aBTOMATU3UPOBAHHBIX  (MH(DOPMAIMOHHBIX) CHUCTEM B  3alUIIECHHOM
ucnoaHeHun —Akajgemusi-2018

3. emunos, JI. H. OCHOBBI 3KCILTyaTalliid KOMITBIOTEPHBIX CETEH: YUEOHHUK IS
6axamnaspos / JI. H. Jlemunos. — Mockga: [Ipomereit, 2019. — 799 c.: ni., Tabu.,
CXEM. — Pexum JOCTYyTIa: o MOJIITUCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=576033 (nata
oopamenus: 06.06.2022). — bubnuorp.: c. 750 - 752. — ISBN 978-5-907100-01-
5. — TekcT: 3JIEKTPOHHBIN.

4. WudopmanmoHHO-CIIpaBOYHASI CUCTEMa IO JIOKYMEHTaM B 00JacTu
TEXHUYECKOU 3a1uThl HHQOopMamu www.fstec.ru

5. HndopmarnmoHHbIN TopTa 1o 6e3omacHoctd www.SecuritylLab.ru.

6. OOpa3oBaTeabHBIC MOPTANIBI IO PA3TUIHBIM HAPABICHUSIM 00pa30BaHUS U
tematuke http://depobr.gov35.ru/

7. Poccuiickuii GMoMeTprUecKuii mopTai www.biometrics.ru

8. Caiir xypHana Mudopmarmonnas 6e3omacHoCTh http://www.itsec.ru

9. Caiit HayuHoii anexTpoHHO# 6nbimnorekn www.elibrary.ru

10. CnpaBouHo-mipaBoBas cuctema «[ apanT» » www.garant.ru

11. CnpaBouno-npaBoBas cuctema «KoncynpTant [Lroc» www.consultant.ru
12.  ®enepanbHas cioyxk0a MO TEXHUYECKOMY U 3KCHOPTHOMY KOHTPOIIIO
(®CTIK Poccun) www.fstec.ru



13. ®enepanbHbIi nopran «MHpOpMaLIMOHHO-KOMMYHUKAIIUOHHBIE
TEXHOJIOTHH B 00pazoBanum» htpp\\:www.ict.edu.ru
14. DenepanbHbiii nopran «Poccuiickoe oOpazoBanue www.edu.ru
JloToTHUTENhHBIE NCTOYHUKHU
1. [Mapteika, T. JI. OnepannoHHBIE CUCTEMBI, CPEIbl U OOOIOYKU:
yueoHoe nocooue / T.JI. [Tapteika, U.W. [1onoB. — 5-¢ uza., nepepad. u a0m. —
MockBa: @®OPYM: HHOPA-M, 2021. — 560 c¢. — (Cpennee
npodeccuonansHoe obpaszoBanue). - ISBN 978-5-00091-501-1. - Tekcr:
anexkTpoHHbId. - URL: https://znanium.com/catalog/product/

2. Kypnanet Chip/Uun: XypHai 0 KOMIIBIOTEpPHOH TEXHUKE JIJIsi
po(eCcCUOHAIOB U OTBITHBIX MOJIb30BATENCH;

3. Kypuaner 3ammra unbpopmanuu. HWucaiin: MuadopmarmonHo-
METOIMYECKHH KypHaI

4. WNudpopmarmonnas 0e301acHOCTb PETHOHOB: HayuHo-
MPaKTUYECKUN KypHAI

3. Bonpocer  kubepOe3onacHoctu. HayuHblil, nepuoanyuecKuid,

nH()OPMAITMOHHO-METOANYECKUN JKypHaJI ¢ 0a30BOM crernuanu3anueid B
obsractu uHdopmarmonnon 6e3omacHoctu. URL: http://cyberrus.com/

6. besonacHocTh mH(MOpPMAIMOHHBIX TexHOJOTHHA. [leprogudeckuii
penieH3upyembiii HayuHblil xKypHan HUSAY MU®OU. URL: http://bit.mephi.ru/
7. Ckpunnuk, JI.A. OOmwue BOIPOChl TEXHUYECKOW  3allUThI

unpopmaruu / J[.A. Ckpunauk. — 2-e u3f., ucnp. — Mocksa : HanmonanbHbIi
OTtkpeiThii YauBepcuter « MHTYUT», 2016. — 425 c. : ni. — Pexxum nocryna:
o nmoanucke. — URL: http://biblioclub.ru/index.php?page=book&1d=429070

4. KoHTpoib M OlLEHKA pe3yJbTaTOB OCBOCHMS MPO(deCcCHOHATBHOTO
MOYJIs

Kon u HanmeHoBaHMe Kpurepun onienku @DOpMBI U METOIBI

o0Imux u KOHTPOJIS, B TOM YHCIIE
npodecCHoHaATBLHBIX 1o y4eOHOU U
KOMIIETEHITNH MPOU3BOJCTBEHHOMN
(bopmMHpyeMBIX B IIPaKTUKE
paMKax MOIYJIsI
IIK 1.1. IlponsBoguts | JleMOHCTpUpOBaTh YMEHUS YCTAHOBKU | TECTUPOBAHUE,

YCTaHOBKY U Y HACTPOMKHU KOMIIOHEHTOB, 9K3aMEeH 10 MOJYJIIO,

CHUCTEM B 3alllTMIICHHOM
HUCIIOJIHCHUU B

3KCHHyaTaI_II/IOHHOI>'I JOKYMCHTallUn

HACTPOUKY ABTOMATU3UPOBAHHBIX SKCIIEPTHOE HAOIIOIeHHE
KOMITOHEHTOB, (MH(pOPMAIIMOHHBIX ) CUCTEM B BBITIOJTHCHUS
ABTOMATU3UPOBAHHBIX 3alllMIIICHHOM UCIIOJIHCHHU B HaGOpaTOpHBIX 33.H$ITHI‘;I,
(MHGOPMAITIOHHBIX ) COOTBETCTBUU C TPeOOBaHUIMU AKCTIEPTHOE HAOIIIOICHHE

BBITIOJIHCHU A
MPAKTUYECKUX 3aHITUH,




Kon n HaumeHoBaHue
00X U
npodecCHOHATBLHBIX
KOMIIETEHITNN
(bopmMHpyeMBIX B
paMKax MOIYJIst

Kpurepun onenku

DopMBI U METOBI
KOHTPOJIS, B TOM YHCJIE
1o y4eOHOU U
MPOU3BOJCTBEHHOM
MPaKTUKE

COOTBCTCTBHUHU C

OILICHKA pCIICHUSA

TpeOOBaHUAMU CUTYallMOHHBIX 3a]ad,
JKCILTyaTallMOHHOU OLICHKa IIpolecca U
JOKYMEHTALUH. pe3yabTaToOB
BBITOJIHEHUS BHJIOB
paboT Ha NMPAKTHKE
IIK 1.2. [IposiBneHue ymMmeHHUs U IPAKTUYECKOIO | TECTUPOBAHHUE,
AJMHUHUCTPUPOBATH OIbITA aIMUHUCTPUPOBAHHUS 9K3aMeH 110 MOy,
IpOTpaMMHBIE U IPOTrPaMMHBIX M ITPOrPaMMHO- SKCHEepTHOE HaOII0IeHNEe
IPOrpaMMHO- anmnapaTHbIX KOMIIOHEHTOB BBINOJIHEHUS
arraparHble aBTOMAaTU3UPOBAHHOU 71a00paTOPHBIX 3aHATHIA,
KOMITOHEHTHI (mH(bOpPMAITMOHHOM) CHCTEMBI B AKCIIEPTHOE HAOIIOICHHE
aBTOMAaTU3MPOBAHHOW | 3aLIUIEHHOM MCIIOJTHEHUU BBITTOJIHEHUS
(mHGOpMAITIOHHON ) MPaKTHYECKUX 3aHATHH,
CHCTEMBI B OLICHKA PeIICHUS
3alUIEHHOM CUTYallMOHHBIX 3a]ad,
UCTIOJTHEHUH. OLIEHKa Ipolecca U

pe3yabTaToB
BBITIOJIHEHUSA BUIOB
paboT Ha NMPAKTHKE

[IK 1.3. ObecneunBaTh
oecniepeOoitHy10
paboty
aBTOMAaTH3UPOBAHHBIX
(uH(DOPMAITOHHBIX )
CHCTEM B 3aIIUIICHHOM
WCTIOJTHEHUU B
COOTBETCTBHUH C
TpeOOBaHUSIMU
AKCIUTyaTallMOHHOU
JOKYMEHTAIUH.

[IpoBenenue nepedns padboT MO
obecrnieueHnto 6ecrnepetoitHON paboThI
ABTOMATHU3UPOBAHHBIX
(MH(MOPMAITMOHHBIX ) CUCTEM B
3alllMIIICHHOM UCIIOJIHCHHU B
COOTBETCTBUH C TPEOOBaHUSIMHU
3KCHHyaTaL{I/IOHHOI>'I JOKYMCHTallUn

TECTUPOBAHUE,
9K3aMeH 110 MOYJIIO,
AKCIIEPTHOE HAOIIOIeHHE
BBITTOJTHEHUS
1a00paTOPHBIX 3aHATHIH,
IKCIIEPTHOE HAOIIIOICHHE
BBITIOJTHEHHUSI
MPAKTUYECKUX 3aHITUH,
OIICHKA PEIICHUS
CUTYaIlMOHHBIX 3a]ad,
OLIEHKa Tpolecca u
pe3yIbTaToB
BBHITIOJTHEHUS BUJIOB
paboT Ha NMPAKTHKE

[IK 1.4. OcyuiecTBasiTh
MIPOBEPKY
TEXHHYECKOTO
COCTOSTHMS,
TEXHUUYECKOE
o0cy>)KMBaHUE U
TEKYIIUHA PEMOHT,
YCTpaHATh OTKa3bl U
BOCCTAaHABIIMBATh
paboToCocOOHOCTh
ABTOMATHU3HPOBAHHBIX
(MHGOPMAITMOHHBIX )

HpOHBHHTB 3HAaHUA U YMCHUA B
MPOBEPKE TEXHUIECKOTO COCTOSHHSI,
MMPOBCACHNU TCKYIICTO PEMOHTA U
TEXHUYECKOTO 0OCITY)KUBAHHS, B
YCTpaHEHUU OTKA30B U
BOCCTaHOBJICHHMH PabOTOCTIOCOOHOCTH
ABTOMATHU3UPOBAHHBIX
(MH(MOPMAITMOHHBIX ) CUCTEM B
3alllMIIICHHOM UCITIOJIHCHHUU

TECTUPOBAHUE,
9K3aMeH 110 MOIYJIIO,
SKCIIEPTHOE HAOIIOIeHHE
BBITTOJTHEHUS
71a00paTOPHBIX 3aHATHIH,
IKCTIEPTHOE HAOIIIOICHHE
BBITTOJIHEHUS
MPAKTUYECKUX 3aHITUH,
OIICHKA PEIICHUS
CUTYaIlMOHHBIX 3a]ad,
OLIEHKa Tpoliecca u
pe3yIbTaTOB




Kon n HaumeHoBaHue
00X U
npodecCHOHATBLHBIX
KOMIIETEHITNN
(bopmMHpyeMBIX B
paMKax MOIYJIst

Kpurepun onenku

DopMBI U METOBI
KOHTPOJIS, B TOM YHCJIE
1o y4eOHOU U
MPOU3BOJCTBEHHOM
MPaKTUKE

CHUCTEM B 3alllTMIICHHOM
HNCITIOJTHCHHUH.

BBITIOJIHEHUSA BUIOB
paboT Ha NMPAKTHKE

Kox u HaumenoBanue

Kpurepun onienku

DopMBI U METOBI

o0IIMX U KOHTPOJISI, B TOM YHUCJIe
pohecCHOHATBLHBIX 1o y4eOHOI 1
KOMIIETEHITNN MPOU3BOJCTBEHHOM
(dbopMUpYyEMBIX B MpaKkTHUKeE
paMKax MOJyJist
OK.01 Bri6upats | - BBIOOp MeTOa U criocoda perieHus HaGmronenue,
CHOCOObI pelreHus | MpoecCUOHANbHBIX 33/1a4 C MOHHUTOPHHT, OL[EHKa
3a1a4 cOOIIOICHUEM TEXHUKH 0€30MaCHOCTH | CofAep KaHUs MOPT(OoIro
npodeccnoHanbHOM Y COTJIACHO 33JJaHHOM CUTYalluu; CTYyJEHTA.
NeATEIIbHOCTH, -o1eHKa 3((HEKTUBHOCTH U KauyecTBa
MIPUMEHHUTEIHHO K | BBIIIOJIHEHUS COTJIACHO 331aHHOM
pa3IMYHBIM CUTYyaIuu
KOHTEKCTaM.
OK.02 OcymectBasaTh | - 3hHEeKTHBHBINA TOUCK HEOOXOAUMOM WNHuTtepnperanus
MOWCK, aHamM3 U | MHGOPMALUK; pe3ynbTaToB
MHTEPIpETAIIIO - nHpopManus, NoJo0paHHas U3 HaOIro/1eHui 3a
uH(pOopMaIuy, Pa3HbIX HCTOYHUKOB B COOTBETCTBUH C | AEATEILHOCTHIO
HEOO0XO0INMOM JUIs | 3aJaHHOM CUTyaluen oOyyarormerocs B
BBITIOTHEHUS  3a7a4 MIPOLIECCE OCBOCHUS
npodeccnoHanbHOM o0Opa3oBaTelbHON
JeSITEIbHOCTH. POrPaMMBbI
OK.03 IlnanupoBath | - pelIeHUE CTAHIAPTHBIX U MOHUTOPUHT U PEUTHUHT
pean30BHIBATh HECTaHIAPTHBIX MPO(PECCHOHATHHBIX BBITIOJTHEHUS pa0oT Ha
COOCTBEHHOE 3aja4 B 00JIACTH IKCIUTyaTalluu yueOHOil
npoeCCHOHATBHOE U | KOMIIOHEHT TOJICHCTEM 0€30MaCHOCTH MIPOU3BOJICTBEHHON
JUYHOCTHOE PA3BUTHE. | aBTOMATH3UPOBAHHBIX CUCTEM; MPAKTUKE

OK.04 PabGorats B
KOJIJIEKTHBE u
KoMaHJie, 3(pPEKTUBHO
B3aHMOJECHCTBOBATL C
KOJIJIETaMHU,
PYKOBOJICTBOM,
KJIIMCHTaAMH.

- IEMOHCTpaIsi COOCTBEHHOM
NEeSATEILHOCTH B YCIIOBUSX
KOJUICKTUBHOW W KOMaHTHOW pabOThI B
COOTBETCTBUU C 3aJJaHHOM CUTYaLIUEN;

- IEMOHCTpaIsi COOCTBEHHOM
NESATEILHOCTH B POJIU PYKOBOAUTEIS
KOMaHbl B COOTBETCTBUH C 3aJaHHBIMU
YCJIOBUSIMHU.

[ToaroroBka pedepaTos,
JIOKJIaJI0B, COOOIIECHUH,
UCTIOJIb30BaHUE
ANEKTPOHHBIX
HUCTOYHHUKOB

OK.05 OcymiecTBidTh

YCTHYIO u
IIMCBMEHHYIO
KOMMYHHKAIMIO  Ha
roCy/1apCTBEHHOM
S3bIKE  C  YyYETOM

- IEMOHCTpAITUs TTO3UTUBHBIX
KOMMYHI/IKaTI/IBHI:IX HABBIKOB U
COIMaIbHOMN amanTalun

HaOimronenue 3a
HaBBIKAMH pabOTHI B
r7100aJbHBIX,
KOPIIOPaTHBHBIX H
JIOKaJIbHBIX




Kon n HaumeHoBaHue
00X U
poheCcCHOHATBEHBIX
KOMIIETEHITNN
(bopmMHpyeMBIX B
paMKax MOJTYJIs

Kpurepun onenku

DopMBI U METOBI
KOHTPOJIS, B TOM YHCIIE
1o y4eOHO u
MPOU3BOJCTBEHHOM
MpaKkTHUKeE

oco0eHHOCTEH
COLIMAJIBHOTO u
KYJIBTYPHOIO
KOHTEKCTA.

nH()OPMAITMOHHBIX
CeTSIX.

OK.06 IIposBisATH
IPaX<TaHCKO-
MaTPUOTUIECKYIO
MTO3HIIHIO,
JIEMOHCTPHPOBATH
OCO3HAaHHOE
[TOBEJICHUE Ha OCHOBE
TPaJUITHOHHBIX
0011IeUeI0BEUEeCKUX
IICHHOCTEH,
MPUMEHSTh CTaHIAPThI
AHTHKOPPYIIIUOHHOTO
MTOBEJICHUS.

- IEMOHCTpAIIMs HHTepeca K Oy yIieit
npodeccuu;

- IGMOHCTpAIIUS [IeJICYCTPEMIICHHOCTH,
camMo00pa3oBaHMsI U CAMOPA3BUTHS

HabGmrogenue 3a posibio
oOyJaromerocs B
rpytre; mopThomo

OK.07 ConeiicTBOBaThH
COXPaHEHUIO
OKpY>Kalollen cpensl,
pecypcocOepexeHuIo,
s pexTuBHO
JIECTBOBATH B
YpEe3BbIYANHBIX
CUTYaIUsIX.

- IEMOHCTpAIIHSI KAa4eCTBA MPUHSITHIX
OpraHU3AIMOHHBIX PeIIeHUN

- TOTOBHOCTbH K YaCTOM CMEHE
TEXHOJIOTHI B TPO(eCCHOHATBHON
JEATEIIbHOCTH;

- aHAJIM3 MHHOBAIIMKA B 00J1aCTH
podecCHOHALHOM e TEIILHOCTH.

JlenoBsle Urpsl -
MOJIeJIMPOBaHHE
COIMAJIbHBIX U
poQeCCHOHATBHBIX
CUTYaLH.

OK.08 HWcnoap3oBaTh

- OIICHKA COOCTBEHHOTO MPOJIBIKEHUS,

KonTtpons rpaduxa

- IEMOHCTpaLus pe3yIbTaTUBHON
JESITeIbHOCTH B 00JIACTH IKCILUTyaTallul

cpenacTBa (U3MUYECKOH | JIMYHOCTHOTO Pa3BUTHSL. BBITTOJTHEHHS

KyJbTYpPBI TUTSE WHIUBUIYATBHON

COXpaHEeHUs 51 CaMOCTOSITEJIBHOU

YKPEIUICHUS 3JI0POBBS paboThI 00yYArOIIETOCS;

B nporiecce OTKPBIThIE 3aLUTHI

npodeccnoHanbHOM TBOPYECKUX U

NEeSATEIbHOCTH u MPOEKTHBIX paboT

MOJICPIKaHUS

HE00XOIUMOTO YPOBHS

buzmvecKoi

IIOATOTOBJICHHOCTH.

OK.09 MHcnonb3oBarh | - HCIOIB30BAHUE OCHOBHBIX BUIOB CemuHapbl yueOHO-

nH(pOpMAIIMOHHBIC COBPEMEHHOM BHIYMCIUTEIbHON MPAKTUIECKHE

TEXHOJIOTUHU B | TEXHUKHU; KOH(EepEHIIHH.

npodeccuoHaIbHON - JKCIUIyaTanus U yCTpaHEHUE Konkypcsl

JESITeTbHOCTH. TUIHYHBIX BBISBJICHHBIX 1e(EKTOB npogeCcCHOHATHHOTO
TEXHUYECKUX CPEJICTB MacTepCTBa.
nH(OPMATU3AIINY; OnuMmmuaibl.




Kon n HaumeHoBaHue
00X U
poheCcCHOHATBEHBIX
KOMIIETEHITNN
(bopmMHpyeMBIX B
paMKax MOJTYJIs

Kpurepun onenku

DopMBI U METOBI
KOHTPOJIS, B TOM YHCIIE
1o y4eOHO u
MPOU3BOJCTBEHHOM
MpaKkTHUKeE

U TCXHUYICCKOT'O COITPOBOKACHUA
ABTOMATU3UPOBAHHBIX CUCTCM

OK.10 TIlonws3oBaTbCst
npodecCuoHAIBHON

JOKYMEHTalUen Ha
roCy/1IapCTBEHHOM U
WHOCTPaHHOM SI3bIKaX.

- UCIIOJIb30BAHHUC MMAKCTOB MPUKIIAIHBIX
[IpOrpaMM Il PELICHUS
MIPOM3BOICTBEHHBIX 33124

- HCHOJBh30BaHUE 0a30BBIX CHCTEMHBIX
MIPOTPAaMMHBIX TIPOTYKTOB U TTAKETOB
MPUKIIAIHBIX TIPOTPAMM;

- paboTa B UHTETPUPOBAHHOU
cpeie mporpaMMHUPOBaHUS

Cemunaps! yuebHO-
MPAKTUICCKHE
koH(pepenmu. [lenoBbie
UTPBI-MOJIETTUPOBAaHUE
podeCCHOHATBHBIX
CUTYyaLIHil.

OK.11 Hcnonws3oBaTh
3HAHUS o
¢duHaHCcOBOU
IrPaMOTHOCTH,
TUTAHUPOBATH
MpeaPUHUMATEILCKY
0 JCSITeNBbHOCTh B
npogecCuoHaIBHON

cdepe.

- 3(peKTUBHBIN MOUCK ¥ PUMECHECHHE
3HaHUI (PUHAHCOBOI rPaMOTHOCTH;

- nHpopManus, NoJ00paHHas U3
Pa3HbIX UCTOYHUKOB B COOTBETCTBHH C
3alaHHOU CHUTyauuen

Cemunaps! yuebHO-
NpaKTUYECKHe
KoH(pepeHIMH. JlenoBsie
UTPBI-MOJICTUPOBaHHE
pohecCHOHATBEHBIX
CUTYyalHi




